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Lab Description

Set - Ul Dis an important security mechanism in Unix operating systems. Wt&at aUl D program is
run, it assumes the owner’s privileges. For example, if the progranrseovg root, then when anyone
runs this program, the program gains the root’s privileges during itsuéieec Set - Ul D allows us to do
many interesting things, but unfortunately, it is also the culprit of many badshifherefore, the objective
of this lab is two-fold: (1) Appreciate its good side: understand \8Ry - Ul D is needed and how it is
implemented. (2) Be aware of its bad side: understand its potential secuiitieprs.

Lab Tasks

This is an exploration lab. Your main task is to "play” with t8et - Ul D mechanism irLi nux, and write
a lab report to describe your discoveries. You are required to accdntpédollowing tasks irLi nux:

1.

(20 points) Figure out why “passwd”, “chsh”, and “su” commandsdto beSet - Ul D programs.
What will happen if they are not? If you are not familiar with these programg,should first learn
what they can do by reading their manuals.

. (20 points) Rurset - Ul Dshell programs iti nux, and describe and explain your observations.

(&) Login as root, copy bi n/ zsh to/ t np, and make it a set-root-uid program with permission
4755. Then login as a normal user, and ruhnp/ zsh. Will you get root privilege? Please
describe your observation. If you cannot fihdi n/ zsh in your operating system, please use
the following command to install it:

$ su
Password: (enter root password)
# yuminstall zsh

(b) Instead of copying bi n/ zsh, this time, copy bi n/ bash to/t np, make it a set-root-uid
program. Rurl t np/ bash as a normal user. will you get root privilege? Please describe and

explain your observation.

. (Setup for the rest of the tasks) As you can find out from the previagk,/ bi n/ bash has certain

built-in protection that prevent the abuse of ®&t - U D mechanism. To see the life before such a
protection scheme was implemented, we are going to use a different siggtiproalled bi n/ zsh.

In Fedora,/ bi n/ sh is actually a symbolic link td bi n/ bash. To usezsh, we need to link

/ bin/ sh to/ bin/zsh. The following instructions describe how to change the default shell to

zsh.
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$ su
Password: (enter root password)
# cd /bin
# rm sh
#1n -s zsh sh

4. (20 points)The PATH environment variable.
Thesystem(const char =*cnd) library function can be used to execute a command within
a program. The wagyst en( cnd) works is to invoke the bi n/ sh program, and then let the
shell program to executend. Because of the shell program invoked, callsygst en() within a
Set - Ul D program is extremely dangerous. This is because the actual behather sifell program
can be affected by environment variables, sucRAEBH; these environment variables are under user’s
control. By changing these variables, malicious users can control trevibelof the Set - Ul D
program.

The Set - Ul D program below is supposed to execute e n/ | s command; however, the pro-
grammer only uses the relative path for the command, rather than the absolute path:

int main()

{
system("ls");
return O;

}

(&) Canyou letthiset - Ul Dprogram (owned by root) run your code instead bf n/ | s? If you
can, is your code runnint with the root privilege? Describe and explaim gbservations.

(b) Now, changé bi n/ sh so it points back té bi n/ bash, and repeat the above attack. Can you
still get the root privilege? Describe and explain your observations.

5. (20 points)The difference between syst em() and execve(). Before you work on this task,
please make surethat / bi n/ sh ispointed to/ bi n/ zsh.
Background: Bob works for an auditing agency, and he needs to investigate a compaaystis-
pected fraud. For the investigation purpose, Bob needs to be able talfdaaifiles in the company’s
Uni x system; on the other hand, to protect the integrity of the system, Bob shoulkrable to
modify any file. To achieve this goal, Vince, the superuser of the systeotearspecial set-root-uid
program (see below), and then gave the executable permission to Bslprdgram requires Bob to
type a file name at the command line, and then it will furi n/ cat to display the specified file.
Since the program is running as a root, it can display any file Bob spedifmsever, since the pro-
gram has no write operations, Vince is very sure that Bob cannot usepiaisal program to modify
any file.

#i ncl ude <string. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

int main(int argc, char *argv[])

{

char =*v[3];
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if(argc < 2) {
printf("Please type a file nane.\n");
return 1;

}
v[0] = "/bin/cat"; v[1l] = argv[1]; v[2] = O;

[+ Set q = 0 for Question a, and g = 1 for Question b =*/
int g = 0;
it (q == 0){
char *command = nmalloc(strlen(v[0]) + strlen(v[1l]) + 2);
sprintf(comrand, "% %", v[O0], v[1]);
syst em( command) ;

}

el se execve(v[O0], v, 0);

return O ;

(a) Setg = 0in the program. This way, the program will usgst erm() to invoke the command.
Is this program safe? If you were Bob, can you compromise the integrityeofystem? For
example, can you remove any file that is not writable to you? (Hint: remembesyisa en( )
actually invoked bi n/ sh, and then runs the command within the shell environment. We have
tried the environment variable in the previous task; here let us try a diffateack. Please pay
attention to the special characters used in a normal shell environment).

(b) Setqg = 1 in the program. This way, the program will usgecve() to invoke the command.
Are your attacks in task (a) still work? Please describe and explain yos@reations.

6. (20 points)Relinquishing privileges and cleanup.
To be more secureset - Ul D programs usually cabet ui d() system call to permanently relin-
quish their root privileges. However, sometimes, this is not enough. Cothgil®llowing program,
and make the program a set-root-uid program. Run it in a normal usanrg#icamd describe what you
have observed. Will the fileet c/ zzz be modified? Please explain your observation.

#i ncl ude <stdio. h>

#i nclude <stdlib. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/stat. h>
#i nclude <fcntl. h>

voi d main()
{ int fd;

/+* Assune that /etc/zzz is an inportant systemfile,
and it is owned by root with pernission 0644 =/
fd = open("/etc/zzz", O RDWR | O _APPEND);
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[+ Simulate the tasks conducted by the program */
sleep(l);

/+ After the task, the root privileges are no | onger needed,
it’s tinme to relinquish the root privileges permanently. */
setuid(getuid()); [/=* getuid() returns the real uid */

if (fork()) { /* In the parent process =*/
close (fd);

exit(0);
} else { /* in the child process */
/* Now, assune that the child process is conpronised, malicious
attackers have injected the foll owi ng statenents
into this process */

wite (fd, "Malicious Data", 14);
close (fd);

Submission

You need to submit a detailed lab report to describe what you have ddngteat you have observed; you
also need to provide explanation to the observations that are interestingpadsmg.



