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1 Overview

The learning objective of this lab is for students to integrate a number afitedssecurity principles in the
implementation of IPSec. IPSec is a set of protocols developed by the |IESUppmrt secure exchange of
packets at the IP layer. IPSec has been deployed widely to implement \Pirate Networks (VPNS).
The design and implementation of IPSec exemplify a number of security priaciptduding encryption,
one-way hashing, integrity, authentication, key management, and kegregehFurthermore, IPSec demon-
strates how cryptography algorithms are integrated into the TCP/IP proto@tsansparent way, such that
the existing programs and systems do not need to be aware of the additi®8eaf. | In this lab, students
will implement a simplified version of IPSec fidinix .

2 Lab Tasks

The entire IPSec protocol is too complicated for a lab that is targeted atfeixweeks. To make it feasible,
we only implement a part of the IPSec protocol; in addition, we have made aerushlassumptions to
simplify the implementation.

(1) ESP Tunneling Mode. IPSec has two different types of headers: Authentication Header éiH)

Encapsulating Security Payload (ESP); moreover, there are two modgplytng IPSec protection to a
packet: thélransportmode and th&unnelmode. In this lab, you only need to implement &P tunneling

mode In ESP, the authentication is optional; however, in this lab, we make it magdatamely, the ESP

authentication part should be included in every ESP packet.

BEFORE APPLYING ESP

IPv4 |orig IP hdr | | |
|[(any options)] TCP | Data |

AFTER APPLYING ESP

IPv4  |New IP hdr | ESP |orig IP hdr | | | ESP | ESP|
|[(any options)| Hdr |(any options)] TCP | Data | Padding |Aut h|
[<--mmmmmeee- encrypted ----------- >|

|[<--mmmmmme- authenticated ------------- >|
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(2) Security Association (SA) To enable IPSec between two hosts, the hosts must be configured. Con-
figuration of IPSec is achieved by defining Security Associations (SRASecurity Association is a simplex
“connection” that affords security services to the traffic carried byatsdcure typical, bi-directional com-
munication between two hosts, or between two security gateways, two Se&ssidgiations (one in each
direction) are required.

A security association is uniquely identified by a triple consisting of a SecuaitgrReter Index (SPI),
an IP Destination Address, and a security protocol (AH or ESP) identifibere are two types of SAs:
transport mode and tunnel mode. Since in this lab, we only implement the tunne] stoae only have the
tunnel mode SA. We use an example to illustrate the use of SAs:

On Host: 192.168.10.100:

Direction Dest IP Protocol Mode SPI
OUTBOUND 192.168.10.200 ESP Tunnel 5598
INBOUND 192.168.10.100 ESP Tunnel 6380

On Host: 192.168.10.200:

Direction Dest IP Protocol Model SPI
OUTBOUND 192.168.10.100 ESP Tunnel 6380
INBOUND 192.168.10.200 ESP Tunnel 5598

The first SA on host92.168.10.100  indicates that for any outbound packefi®?.168.10.200
we would use the ESP tunnel mode to process the packet. The SPI valu¢iwdhe ESP header i98. It
should be noted that the SPI value will be attached to ESP packet, and it Hiloveceiving side lookup the
security parameters (e.g. keys) using this index. The number needsnajoe tor a node. The second SA
on192.168.10.100 indicates that for any inbound IPSec packet, if the targ@®&168.10.100 1,
and the SPI in the packet &80, then use this entry to process the packet. To make this setting works
on 192.168.10.100 , the SAs on the other end of the tunn&b2.168.10.200 ) should be set up
accordingly. It should be noted that a SA is set for each direction. i§hahy we have two SAs on each
host to setup a bi-directional tunnel betwed?.168.10.100 and192.168.10.200

An important part of SAs is Security Parameter Index (SPI). SPI is abit3@entifier that helps the
recipient select which security parameters to use on the receivedtp&decan be thought of as an index
into a table of security parameter settings. In the above example, SPI 3688tethe security parameters
used by the communication frof®2.168.10.100  t0192.168.10.200 , and SPI1 6380 refers to the
security parameters used by the other direction. On both machines, thiéyspatameters indexed by the
same SPI should be the same. For example, the following SPIs and secuaityepars should be set on
both machines.

On Host: 192.168.10.100 and 192.168.10.200

SPI Encryption Key MAC
5598 AES-CBC "aaaaa" HMAC-SHA-256
6380 AES-CFB "bbbbb" HMAC-MD5

!Note that gateways can have multiple IP addresses, each havingrtiffe8ec tunnels.
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(3) Setting the Outer IP Header in ESP Tunnel Mode. In ESP tunnel mode, an outer IP header needs to
be constructed. Please read the RFC 2401 (Section 5.1.2) for detailsvahéhouter header is constructed.
We would like to mention how the src and dest IP addresses are constirutteduter IP header. The way
how they are constructed depends the type of the IPSec tunnel:

e Host-to-Host Tunnellf we only use IPSec to establish an ESP tunnel between two hosts, theno the s
and dest IP addresses will be copied from the inner IP header. lovileaddition to this host-to-host
tunnel,

e Host-to-Gateway Tunneln this type of tunnel, the src IP is still copied from the inner IP header, but
the dest IP becomes an gateway’s IP address. For example, an opigikat with dest IPA can be
wrapped in a IPSec packet with destGdR G is a gateway). When the packet arriveghrough the
host-to-gateway ESP tunnél, unwraps the IPSec packet, retrieves the original packet, and routes it
to the intended targed.

e Gateway-to-Gateway Tunneh this type of tunnel, both src and dest IP addresses are different fro
the inner IP header. Settings of src and dest IP addresses shoube alsfined in SAs, so you should
add corresponding fields to the SAs entries used in the previous example.

The host-to-gateway and gateway-to-gateway tunnels are widely usezhte ¥irtual Private Network
(VPN), which brings geographically distributed computers together to fogacure virtual network. For
example, you can have a hostin London, which creates a host-to-gateway ESP tunnel with a headduiarte
gateway(= located in New York. From the security perspectigecan consider thaX is directly connected
to itself, and no one can compromise the communication beteandG, even though the actual commu-
nication goes through the untrusted Internet. Therefore, the hedeqoan treafX as a member of its own
private network, rather than as an outsider.

In this lab, your IPSec implementation should be able to support the hosstphuost-to-gateway, and
gateway-to-gateway tunnels. Moreover, you need to to demonstratecuminyplementation can be used to
construct VPNSs. In the guideline, we will describe how to set up your edwnvironment to demonstrate
your VPNSs.

(4) SA and Key Management. IPSec mandates support for both manual and automated SA and crypto-
graphic key management. The IPSec protocols are largely indeperfdestassociated SA management
techniques, although the technigues involved do affect some of thetgessuvices offered by the protocols.

The simplest form of management is manual management, in which a persoaliypanafigures each
system with keying material and security association management data tetegacure communication
with other systems. Manual techniques are practical in small, static envirésimérihey do not scale well.
For example, a company could create a Virtual Private Network (VPNQgus§iBec in security gateways
at several sites. If the number of sites is small, and since all the sites coraetbadpurview of a single
administrative domain, this is likely to be a feasible context for manual managéacéniques.

Widespread deployment and use of IPSec requires an Internet+staadalable, automated, SA man-
agement protocol. Such support is required to accommodate on-deneatidciof SAs, e.g., for user- and
session-oriented keying. (Note that the notion of “rekeying” an SA é#gtiraplies creation of a new SA
with a new SPI, a process that generally implies use of an automated SA/kegemaant protocol.) The
default automated key management protocol selected for use with IPS€E {gnternet Key Exchange)
under the IPSec domain of interpretation. Other automated SA managentecoisonay be employed.

In this lab, you only need to implement the manual method; namely, system adnangstagboth ends
of a communication manually setup and manage the SAs and secret keysimybementation should
provide system administrators with an interface to conduct such manuageraeat.
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(5) Encryption Algorithm. We assume that AES algorithm (a 128-bit block cipher) is used for encryp
tion and decryption. AES’s key size can be 128 bits, 192 bits, or 256 bitsir PSec implementation
should be able to support all these three options. The code givaesic is for encrypting/decrypting
one block (i.e. 128 bits); if we need to encrypt/decrypt data that are mareathe block, we need to use
a specific AES mode, such as ECB (Electronic Code Book), CBC (CipluekE haining), CFB (Cipher
Feedback), etc. In this lab, we only support the AES-CBC and AES-@B&es. You need to implement
AES-CBC and AES-CFB using the given AES code.

Both modes require an Initial Veector (1V), which should be carried in qaadket. According to RFC
3602 (http://www.fags.org/rfcs/rfc3602.html), the ESP payload is made ue ¢¥tfollowed by raw cipher-
text. Thus the payload field, as defined in ESP, is broken down accdalthg following diagram:

+ + + +-- e +

I I
+ Initialization Vector (16 octets) +

I I
+ + + +-- e +

I I
~ Encrypted Payload (variable length, a multiple of 16 octet s) ~
I I
o +

AES-CBC requires that data must be encrypted as data chunk with 16 unjtedlf the data is not
multiple of 16, we need to pad the data, and save how many octets we hawpaddeivers need this
length to restore the original data after decryption.

(6) MAC Algorithm. To compute the authentication data in the ESP tail, we need to generate a MAC
(Message Authentication Code). A family of MAC algorithms is called HMAC (tasMAC), which is

built on one-way hash functions. A specific HMAC algorithm is called HMAEZ if the underlying hash
function is XYZ. IPSec can support various HMAC instances, suchM8EMD5, HMAC-SHA-256, etc.

In this lab, we only support HMAC-SHA-256. The implementation of hashrilym SHA-256 is given

to you; you need to use it to implement HMAC-SHA-256. To help you, we ipan implementation of
HMAC-MD?5, which is quite similar to HMAC-SHA-256.

3 Design and Implementation Issues

In this lab, you need to make a number of design and implementation choices.chMauaes should be
justified, and the justification should be included in your lab report.

1. IPSec ConfigurationBy default, machines communicate with each other without using IPSec. To let
two machinesd and B communicate using IPSec, system administrators need to configanel B
accordingly. Your system should be able to support such configurdttm configuration should not
require a system reboot. You might need to implement some commands to achseyaaih

When we setup IPSec betwedrand B, but not betweemd andC', A should still be able to commu-
nicate with bothB andC, where IPSec is used betwedrand B, while regular IP is used betweeh
andC'. Moreover, your implementation should backward compatiblenamely, your IPSec-enabled
Minix should still be able to communicate with other machines that do not suppod.IPSe
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2. Transparency.Your implementation should be transparent to the upper TCP, UDP, and atjaplic
layers, especially the application layer. Namely, applications sutélrest |, ftp , etc. should not
be affected at all. You can use these applications to test your IPSec impléioenidnile turning on
sniffers to monitor whether the traffic is encrypted or not.

3. Fragmentation. You need to think about when to start IPSec within the IP protocol. Should it b
done before fragmentation or after? In your demo, you should demtgied |IP fragmentation still
works. You need to think about how to demonstrate this. You may have to wpitegaam or find a
suitable tool to achieve this goal. For example, you can write a programdhatracts a large UDP
packet; sending this UDP packet will cause fragmentation.

4. Impact on existing TCP connectioit.is possible that in the middle of an existing TCP connection
(over an IPSec tunnel), the key used for the tunnel is modified, butthioéaame time for the both
ends. Namely, there is a short period of time when the two ends of the IP$ea tio not have the
same key. What will happen to the existing TCP connection? Will it be broKgrm2i implement the
IPSec correctly, it should not. You need to demonstrate this.

5. Key ManagemenYou need to think about the following key management issues regardingyise k
used by IPSec: what data structure do you use to store keys? wheudiore keys? how to
secure keys? how to update keys. Regarding key updates, systenisaichttirs should be able to
add/delete/modify/print the keys dynamically (i.e., there is no need for systienoting).

4 Suggestions

Based on our past experience with this lab, we have compiled a list of simggin the following. It should
be noted that this list only serves for suggestion purposes; if yourrtesigexperience are different, feel
free to ignore them, but we appreciate it if you can sent us your suggsstio

1. Modularization.Modularize your implementation into three major parts: (1) Process outgouig pa
ets inip _write.c . (2) Process incoming packetsim _read.c . (3) SA and key management.
The third module are loosely connected with the other two modules, and caddgemdently im-
plemented. However, many students feel that the third module is the easiestléonienp among
the three modules, because, unlike the previous two modules, it doegynotranderstanding and
modification of the IP stack.

2. Code Reading.You need to read a lot dflinix code in this lab. It is quite inconvenient to read
code in theMinix environment because of the lack of tool supporviimix . We suggest that you
copy the entire source code to your host machiienflows or Linux ), and use code-reading tools
that are available on those platforms. All the source coddliofx can be found under thigisr
directory. We also put a copy of the entire source code on the web pégje tab.

Browsing source code dflinix is not easy, because source code is in a number of directories.
Sometimes, it is quite difficult to find where a function or data structure is defineéithout right
tools, you can always use the generic search tools, sufincas andgrep . However, many of

our past students have suggested a very useful tool c8tence Insightwhich makes it much
easier to navigate source code of a complicated system. It provides yanwagdgo trace func-

tion and data structure definitions, as well as other useful features. sdftvgare can be found at
http://www.sourceinsight.com; it is not free, but it does have a 30-daytfiiEdgeriod, which should

be enough for this lab. Another choice for browsing source code isedhgsonlineMinix source
code at http://chiota.tamacom.com/tour/kernel/minix/.



Laboratory for Computer Security Education 6

3. How Minix Networking Works IUnderstanding how networking works Minix is essential for
this project. Several helpful documentations are available. In partisu&ahighly recommend the
documentation ahttp://www.os-forum.com/minix/net/ , which provides a line-by-line
analysis of Philip Homburg'’s network service for Minix, version 2.0.4 (tbesion that we use in this
lab). Our past students found the documentation very useful. Please docthree filesbuf.c ,
ip _read.c andip _write.c . All outgoing IP packets are processedifin_write.c , and all
incoming IP packets sent to up layers (TCP/UDP) are processgd_iead.c . You need to use
functions defined imuf.c and add IPSec functionsip _read.c andip _writes.c

4. How Minix Networking Works [IWe have developed a document to further help you understand
how theMinix networking works. The document can be found at the lab web site. leguidu
through several source code to show you a big picture on how a packatvarded from appli-
cation to ICMP/TCP/UDP to IP, and then to Ethernet. It also describesduuivroute.c  and
pr _routes.c  works. These last two files (ifusr/src/commands/simple ) can serve as a
good example on how to store and maintain (routing) information in the kerngbulf need to do
the similar thing (i.e., storing information in the kernel), you can use the systlsrircaet , such
asioctl() in ip _ioctl.c , which need to be changed to add more functionalities. The files
pr _routes.c andadd _routes.c  give you a good example on how to use the system calls.

5. Network Setup for VPN DemonstratioRlease refer to our document “IPSec Gateway-to-Gateway
Network Configuration”. This document is listed in the lab web page.

5 Software Engineering

It should be noted that building software for security purpose is quiterdifit from traditional software
engineering. Although the common professional software engineerégiqe still applies to this project to
ensure that the developed software system works correctly, extireenigqg principles should be followed
to ensure the system workscurely

e Threat evaluation:Before designing a system, developers should evaluate the potentiakdtiatk
the system might face. The design of the system should address howsteensyan defeat these
attacks. In your final project report, you need to include such thxedtation.

e Using cryptographic algorithms correcthAlthough the cryptographic algorithms that you use might
be strong, using them incorrectly will still make your system vulnerablerelaee many real-world
stories regarding the misuse of encryption and one-way hash algorithrttss lproject, you should
make sure that you follow good practice:

— Choice of algorithmsAlthough in this lab, we have chosen the encryption and MAC algorithms
for you. In real world, when you need to make your own choice, yadre understand the
strength and weakness of the algorithms. For example, you should rie@secDES because
of its proven weakness in key length.

— Choice of modesYou should understand the strength of each encryption mode, and ahogd u
the modes that are weak in security, such as the Electronic Codebool (adci#.

— Randomizing initialization vector (IV)t has been shown that for some encryption algorithm
(such as DES), repeating using the same IV is not safe. Therefora,goisd practice to always
use a randomly-generated IV at each time. DO NOT hard-code the IV wathe program.
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— Pseudo-random number generatomsake sure that your pseudo-random number generators are

good, i.e., the number that it generates are random and unpredictable.

— Key managementOne of the challenges in cryptography is key management, i.e., how/where

to store keys, how to update keys, how to protect keys, etc. In yojgghneport, you need to
describe how you handle the key management problem. In particularhpoildsdescribe your
key management for the following scenario (you are not required to impletmsrscenario, but
you must describe your design): as we said earlier, in this IPSec pneal|ow administrators
to manually type in the keys at both ends of an IPSec tunnel. If a computea@ateway) needs
to establish many IPSec tunnels with other machines, administrators might wamat¢héne to
automatically load the keys from a configuration file. Please describe hopigin to implement
your system to support this.

Security testing:In addition to testing the functionalities of your system, you should also test the
security of your system. The test cases that you use for testing shaudd tbose potential attacks
identified in threat evaluation. In your report, you need to include thesedsss, and justify how
they are related to the threat evaluation.

6 Submission and Demonstration

You should submit a detailed lab report to describe your design and impldinant®ou should also de-
scribe how you test the functionalities and security of your system. Youreded to demonstrate your
system to us. Please sign up a demonstration time slot with the TA. Please tas#othim§ into consider-
ation when you prepare for demonstraiton:

The total time of the demo will be 15 minutes, no more additional time would be giveprepare
your demonstration so you can cover the important features.

You are entirely responsible for showing the demo. We will NOT even touetkéyboard during
the demonstration; so you should not depend on us to test your systeru fay to demo some
important features of your system, we will assume that your system dobavmthose features.

You need to practice before you come to the demonstration. If the systesimesrar anything goes
wrong, it is your own fault. We will not debug your problems, nor givelgxtra time for it.

During the demo, you should consider yourself as salesmen, and yduonsail your system to us.
You are given 15 minutes to show us how good your system is. So think gbousales strategies.
If you have implemented a great system, but fail to show us how good itusasgnot likely to get a
good grade.

Do turn off the messages your system prints out for debugging pwpdkese messages should not
appear in a demonstration.

7 Grading Criteria

The grading criteria are described in the following. To gain those points,nged to demonstrate the
corresponding features:

1.

Crypto library: 10 points.
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2. IPSec configuration: 20 points.
e User-level utilities to allow administrator to configure IPSec tunnels, suctididelete tunnels,
set/update keys, set/update security parameters, etc.
¢ Utilities for administrators to list IPSec configuration.

3. IP and ICMP Protocols: 15 points.

¢ |P fragmentation should still work. You need to demonstrate how to test this.
e ICMP-based applications suchping should still work.
4. TCP and UDP Protocols: 25 points (it should be noted that you araippbsed to modify the TCP
and UDP parts, and your IPSec should not affect the these parts).

e TCP-based applications, suchtaket andftp , should still work.

e Updating keys used in a IPSec tunnel should not break the existing Ti#fections. You can
update the key on one end of an IPSec tunnel; you should be able to sé®etbaisting TCP
connections using this tunnel will freeze, but not broken. After yodet the keys on the other
end of the tunnel, the connections will resume working. This is a good wagttavtether your
IPSec implementation breaks TCP.

e UDP-based applications should still work. You can use the provided UiBRt/server program
to do the testing.

5. Virtual Private Network (VPN): 10 points.

6. Software Engineering and overall impression (20 points): we will etalbhow well you apply the
software engineering principles in ensuring the security of your system.ybur responsibility to
show us the evidence during your demonstration. If you don't shownything regarding this, we
will assume that you have not given this a serious thought, and will hesdhgctipoints from you.

8 Reference
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