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1 Lab Overview

DNS (Domain Name System) is the Internet's phone book; it translates hostriartfe addresses (or IP
addresses to hostnames). This translation is through DNS resolution, egipkns behind the scene. DNS
Pharming attacks manipulate this resolution process in various ways, with antmteisdirect users to
alternative destinations, which are often malicious. The objective of this lad usderstand how such
attacks work. Students will first set up and configure a DNS servertlam they will try various DNS
Pharming attacks on the target that is also within the lab environment.

2 Lab Environment

We need to setup the lab environment as the figure below. To simplify the |ab@ment, we let the user’s
computer, DNS server, and attacker’'s computer be on one physicaimaatiut using different virtual
machines. The website used in this lab can be any website. Our configusabased otbunt u, which
is the operating system we use in our pre-built virtual machine.

User DNS Server At t acker
192. 168. 0. 100 192.168. 0. 10 192. 168. 0. 200
I I I

I I I
| LAN or Virtual Network |
I |

| nt er net

The above is the figure of the lab environment. As you can see, we seteuPpNI$ server, the
user machine and the attacker machine in the same LAN. We assume that theackéme’s IP ad-
dress is192. 168. 0. 100, the DNS Server’s IP i492. 168. 0. 10 and the attacker machine’s IP is
192. 168. 0. 200.

Note for Instructors: For this lab, a lab session is desirable, especially if students are not fanithar w
the tools and the environments. If an instructor plans to hold a lab sessidinfbglf/herself or by a TA),
it is suggested the following to be covered in the lab session

We assume that the instructor has already covered the concepts of the aitthe lecture, so we do not include them in the
lab session.
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1. The use of the virtual machine software.
2. The use ofN r eshar k, Net wag, andNet wox tools.

3. Configuring the DNS server.

2.1 |Install and Configure the DNS server

Step 1: Install DNS server. On192. 168. 0. 10, We install the BIND 9 DNS server using the following
command:

# sudo apt-get install bind9

Bl ND9 Ser ver is already installed in our pre-built virtual machine.

Step 2: Createnaned. conf. opti ons. The DNS server needs to readt c/ bi nd/ naned. conf
configuration file to start, and this file will load another configuratior/féé c/ bi nd/ nanmed. conf . opti ons.
Add the following content to the file:

options {
dunp-file "/ var/ cache/ bi nd/ dunp. db";
3

It should be noted that the fifevar / cache/ bi nd/ dunp. db is used to dump DNS server’s cache.

Step 3: Create zone. Assume we own a domairexanpl e. com which means that we are respon-
sible for providing definitive answer regardirgxanpl e. com Thus, we need to create zone in the
DNS server by adding the following contents /tet ¢/ bi nd/ narmed. conf. It should be noted that
theexanpl e. comdomain name is reserved for use in documentation, and is not owned bydngb it

is safe to use it.

zone "exanpl e.cont {
type master;
file "/var/cache/ bi nd/ exanpl e. com db";

b

zone "0.168.192.in-addr. arpa" {
type master;
file "/var/cache/ bind/ 192. 168. 0";

}

Note that we us@92. 168. 0. x as an example. If you use different IP addresses, you need toehang
/ et ¢/ bi nd/ nanmed. conf and the DNS lookup files (stated below) accordingly.

Step 4: Setup zonefiles. In/ var/ cache/ bi nd/ directory, compose the followingxanpl e. com db
zone file (Note that the configuration files stated in the following can be dawelbfrom the web page of
this lab; typing in these files might introduce errors. If you are interestectiaythtax of these configuration
files, please refer to RFC 1035 for details):
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$TTL 3D
@ I'N SOA ns. exanpl e. com adm n. exanpl e.com (
2008111001 ;serial, today's date + today’ s serial nunber
8H ; refresh, seconds
2H ;retry, seconds
4w ; expire, seconds
1D) ; m ni nrum seconds
@ IN NS ns. exanmpl e.com ; Address of nane server
@ IN WX 10 mail . exanple.com ;Primary Mai|l Exchanger
VWY IN A 192. 168. 0. 101 ; Address of www. exanpl e. com
nai | I'N A 192.168. 0. 102 ; Address of nail.exanple.com
ns IN A 192. 168. 0. 10 ; Address of ns.exanpl e.com
* exanple.com INA 192.168. 0. 100 ; Address for other URL in

; exanpl e. com domain

The symbol ‘@’ is a special notation meaning the origin fromnleed. conf . Therefore, ‘@’ here
stands forexanpl e. com ‘IN’ means internet. ‘SOA is short for Start Of Authority. This zone file
contains 7 resource records (RRs): a SOA (Start Of Authority) RRS §Name Server) RR, a MX (Mail
eXchanger) RR, and 4 A (host Address) RRs.

We also need to setup the DNS reverse lookup file. In the direttoay / cache/ bi nd/ , compose a
reverse DNS lookup file calleti92. 168. 0 for exanpl e. comdomain:

$TTL 3D
@ IN SOA ns. exanmpl e.com adm n. exanpl e.com (
2008111001
8H
2H
AV
1D)
@ I'N NS ns. exanpl e. com
101 I'N PTR www. exanpl e. com
102 IN PTR mai | . exanpl e. com
10 I'N PTR ns. exanpl e. com

Step 5: Start a DNS server. To start a DNS server, run the following command:

# sudo /etc/init.d/ bind9 restart
or
# sudo service bind9 restart

2.2 Configure the User Machine

On the user maching&92. 168. 0. 100, we need to let the machine 192.168.0.10 be the default DNS
server. We achieve this by changing the DNS setting fidec/ r esol v. conf of the user machine:

naneserver 192.168.0.10 # the ip of the DNS server you just setup
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Note: make sure this is the only nameserver entry in yoetrc/ r esol v. conf. Also note that, in
Ubunt u,/ et c/ resol v. conf may be overwritten by the DHCP client. To avoid this, disable DHCP by
doing the following (in Ubuntu 9):

Aick "System -> "Preferences" -> "Network Connections",

Doubl e-click the network device (e.g. ethl) in "Wred" Tab,

Select "IPv4 Settings" -> "Method" ->"Automatic(DHCP) Addresses Only"
and update only "DNS Servers" entry with | P address of BIND DNS Server.

Now Cick the "Network |Icon" on the top right corner and Sel ect
"Auto ethQ0". This will refresh the wired network connection and
updat es the changes.

You should restart youdbunt u machine for the modified setting to take effect.

2.3 Configure the Attacker Machine

On the attacker machine, there is not much to configure. The attackertoaeddNet wag or Net wox as
ther oot user.

2.4 Expected Output

After you have set up the lab environment according to the above stepsPNS server is ready to go.
Now, on the user machine, issue the following command:

% di g www. exanpl e. com

You should be able to see something like this:

<<>> Di G 9.5.0b2 <<>> www. exanpl e. com

;; global options: printcnd

;. CGot answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27136

;; flags: gr aa rd ra; QUERY: 1, ANSVER 1, AUTHORITY: 1, ADDI TIONAL: 1

;7 QUESTI ON SECTI ON:
; www. exanmpl e.com IN A

;o ANSWER SECTI ON:
www. exanpl e.com 259200 IN A 192.168. 0. 101

;7 AUTHORI TY SECTI ON:
exanpl e. com 259200 I N NS ns. exanpl e. com

;; ADDI TI ONAL SECTI ON:
ns. exanpl e.com 259200 IN A 192.168.0. 10

7, Query tine: 80 nsec
7, SERVER 192.168. 0. 10#53(192. 168. 0. 10)
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o WHEN: Tue Nov 11 15:26: 32 2008
. MSG SIZE rcvd: 82

Note: the ANSVER SECTI ON contains the DNS mapping. You can notice that the IP address of
www. exanpl e. comis now192. 169. 0. 101, which is what we have set up in the DNS server. For
a simple and clear answer, we can nsg¢ ookup instead. To do a DNS reverse lookup, issligy - x
N. N. N. N.

2.5 Install Wireshark

W r eshar k is a very important tool for this lab; you can sniff every package that isggthrough the

LAN. You can getW r eshar k fromhtt p: / / www. wi r eshar k. or g. AlthoughNet wox also comes

with a sniffer, W r eshar k is a much better sniffek¥ r eshar k is already installed in our pre-built virtual
machine.

3 Lab Tasks: Pharming Attacks

The main objective of Pharming attacks on a user is to redirect the userntteeanmaching3 when the user
tries to get to machind using A’s host name. For example, when the user tries to access the online hanking
such asmwv. chase. com if the adversaries can redirect the user to a malicious web site that lonks ve
much like the main web site ofww. chase. com the user might be fooled and give away password of
his/her online banking account.

When users type imww. chase. com the user's machine will issue a DNS query to find out the IP
address of this web site. Attackers’ goal is to fool the user’s machine Vigtkeal DNS reply, which resolves
www. chase. comto the malicious IP address. There are several ways to achieve sutfaca an the
rest of the lab description, we will usewv. exanpl e. comas the web site that the user wants to access,
instead of using the real web site namew. chase. cony theexanpl e. comdomain name is reserved
for use in documentation, and is not owned by anybody.

3.1 Attackers have already compromised the victim’s machie

Modifying HOSTS file. The host name and IP address pairs in the HOSTS/féé ¢/ host s) are used
for local lookup; they take the preference over remote DNS lookupsekample, if there is a following
entry in the HOSTS file in the user's computer, thev. exanpl e. comwill be resolved ad. 2. 3. 4 in
user’s computer without asking any DNS server:

1.2.3.4 www. exanpl e. com

Attacks. If attackers have compromised a user's machine, they can modify the HBISTS redirect
the user to a malicious site whenever the user tries to ace@ssexanpl e. com Assume that you
have already compromised a machine, please try this technique to redisecexanpl e. comto any IP
address that you choose.

Note: / et ¢/ host s is ignored by thensl ookup command, but will take effect on ping command
and web browser etc.
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3.2 Directly Spoof Response to User

In this attack, the victim’s machine has not been compromised, so attackers diectly change the DNS
qguery process on the victim’s machine. However, if attackers are on the keal area network as the
victim, they can still achieve a great damage.

When a user types the name of a web site (a host name, suglwasxanpl e. con) in aweb browser,
the user's computer will issue a DNS request to the DNS server to rese\Ve #ddress of the host name.
After hearing this DNS request, the attackers can spoof a fake DN8n&spA fake DNS response spoofed
by attackers can be accepted by the user’'s computer if it meets the follokitergec

1. The source IP address must match the IP address of the DNS server.
2. The destination IP address must match the IP address of the userimeach

3. The source port number (UDP port) must match the port number thatNiserBquest was sent to
(usually port 53).

The destination port number must match the port number that the DNSstagagesent from.
The UDP checksum must be correctly calculated.

The transaction ID must match the transaction ID in the DNS request.

N oo o &

The domain name in the question section of the reply must match the domain nareaurestion
section of the request.

8. The domain name in the answer section must match the domain name in the quetamda the
DNS request.

9. The User’s computer must receive the attacker's DNS reply befoeedives the legitimate DNS
response.

To satisfy the criteria 1 to 8, the attackers can sniff the DNS request neessatby the victim; they can
then create a fake DNS response, and send back to the victim, befoeatHgNS server doedNet wox
tool 105 provide a utility to conduct such sniffing and responding.

Tip: in NetwoxX Netwag 105 you can use ‘filter’ field to indicate which IP you want to attackr F
example, in the scenario showing below, you can use ‘src host 192.168.0

spoof ed DNS response 2

USEr --c--ccmmmmeae- > DNS Server Att acker

DNS response 3
192. 168. 0. 100 192. 168. 0. 10 192. 168. 0. 200
I I I
| LAN or Virtual Network |
I I
I

I nt er net
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3.3 DNS Server Cache Poisoning

The above attack targets the user's machine. In order to achieve Idimgtlafect, every time the user’s
machine sends out a DNS query famv. exanpl e. com the attacker's machine must send out a spoofed
DNS response. This might not be so efficient; there is a much better wanpdicoattacks by targeting the
DNS server, instead of the user's machine.

When a DNS servek receives a query, if the host name is not within #ie domain, it will ask other
DNS servers to get the host name resolved. Note that in our lab setuportieirdof our DNS server
is exanpl e. com therefore, for the DNS queries of other domains (evgw. googl e. com, the DNS
serverZ will ask other DNS servers. However, befdfeasks other DNS servers, it first looks for the answer
from its own cache; if the answer is there, the DNS seg&aurill simply reply with the information from its
cache. If the answer is not in the cache, the DNS server will try to getriswex from other DNS servers.
When Z gets the answer, it will store the answer in the cache, so next time, therensedao ask other
DNS servers.

Therefore, if attackers can spoof the response from other DN8rsefvwill keep the spoofed response
in its cache for certain period of time. Next time, when a user's machine wamesodve the same host
name,Z will use the spoofed response in the cache to reply. This way, attackigree@ed to spoof once,
and the impact will last until the cached information expires. This attack is cBIN® cache poisoning
The following diagram illustrates this attack.

spoofed DNS response 3

\/ DNS query 1 |

DNS Server <---------- User At t acker
192.168. 0. 10 192.168. 0. 100 192. 168. 0. 200
/\ |

I I
I I
| LAN or Virtual Network |
I I

I
I
I
| I nt er net

| DNS query 2 [

I I > Root DNS Server
I

legiti mate DNS response 4

We can use the same tool (Netwox 105) for this attack. Before attackinge swak that the DNS
Server’s cache is empty. You can flush the cache using the following command

# sudo rndc flush

The difference between this attack and the previous attack is that wea#ngpthe response to DNS
server now, so we set tifd | t er field to ‘src host 192.168.0.10’, which is the IP address of the DNS
server. We also use the | field (time-to-live) to indicate how long we want the fake answer to stay in the
DNS server’s cache. After the DNS server is poisoned, we can stdgetheox 105. If we settt| to
600 (seconds), then DNS server will keep giving out the fake anBwéne next 10 minutes.
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Note: Please select tmeawin thespoof i p field; otherwiseNet wox 105 will try to also spoof the
MAC address for the spoofed IP address. To get the MAC addrestadhsends out an ARP request, asking
for the MAC address of the spoofed IP. This spoofed IP addressi@lys root DNS server (this is usually
the first place that a DNS server will ask if it cannot resolve a name)pbhwidusly the root DNS server is
not on the same LAN. Therefore, nobody will reply the ARP request.tdbkwill wait for the ARP reply
for a while before going ahead without the MAC address.

The waiting will delay the tool from sending out the spoofed responsehelfactual DNS response
comes earlier than the spoofed response, the attack will fail. That's winynhged to ask the tool not to
spoof the MAC address.

You can tell whether the DNS server is poisoned or not by using the rlettraffic captured by
wi r eshar k or by dumping the DNS server’'s cache. To dump and view the DNS servache, issue
the following command:

# sudo rndc dunpdb -cache
# sudo cat /var/cache/ bi nd/ dunp. db

3.4 Advanced DNS Cache Poisoning

Note: this task needs a substantial amount of time. Students need to moekigtarg program
(pacgen. c¢) to forge DNS response packets (UDP packets). However, the progrdy has
less than 400 lines of code, and is not difficult to understand. Studehltsiead to modify
a small portion of the code to construct DNS packets. Students also nesperid time to
understand the format of DNS response packets.

The previous attack assumes that the attacker and the DNS server agesamihLAN, i.e., the attacker can
observe the DNS query message. When the attacker and the DNS semet an the same LAN, the cache
poisoning attack becomes more difficult. The difficulty is mainly caused by ttiétat the transaction 1D
in the DNS response packet must match with that in the query packet. Rettsugansaction ID in the
guery is usually randomly generated, without seeing the query packeipitéasy for the attacker to known
the correct ID.

Obviously, the attacker can guess the transaction ID. Since the size db tiseohly 16 bits, if the
attacker can forgé< responses within the attack window (i.e. before the legitimate responsesysrilie
probability of success i& over2'6. Sending out hundreds of forged responses is not impractical, so it will
not take too many tries before the attacker can succeed.

However, the above hypothetical attack has overlooked the caclot. éffeeality, if the attacker is not
fortunately enough to make a correct guess before the real respaciset arrives, correct information will
be cached by the DNS server for a while. This caching effect makes itsisitde for the attacker to forge
another response regarding the same domain name, because the DiSviemot send out another DNS
query for this domain name before the cache times out. To forge anotipemseson the same domain
name, the attacker has to wait for another DNS query on this domain namd, mbans he/she has to wait
for the cache to time out. The waiting period can be hours or days.

To launch effect attacks, the attacker must negate the caching effactKd@rinsky came up with an
elegant method to do this. Using his method, attackers will be able to continudiasly a DNS server on
a domain name, without the need for waiting. With this method, an attacker ce@esbivithin a very short
period of time. Details of the attacks are described in the following URL (sefotigote?). In this task,
we will try this attack method.

2http: // spectrum i eee. or g/ conput i ng/ sof t war e/ f r esh- phi sh.
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4. Spoofed
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Figure 1: DNS - Phishing Attack Details

We choose a fictitious compaihsphi shi ngl ab. comas our targeted domain name. Students can
choose any domain name they like, but please make sure the attack is tatdbeeDES server in this lab
environment, not at a real DNS server. The following steps with referém Figure 1 describe the outline
of the attack.

1. The attacker queries the DNS Server for an non-existing subdomdinsiphi shi ngl ab. com
for examplexyz. dnsphi shi ngl ab. com

2. Since the mapping is unavailable in its cache, the DNS Server queriesDiti&servers for name
resolution.

3. The attacker floods the spoofed DNS response to the DNS server eotheakttack successful. If
successful, the spoofed answer will be cached, and thus the DN8 isgobisoned.

4. The victim machines query the poisoned DNS servewfaw. dnsphi shi ngl ab. com the IP ad-
dress returned from the DNS server is not the actual IP addressweordnsphi shi ngl ab. com
instead, it is the IP address decided by the attacker.

5. The victim browseswwv. dnsphi shi ngl ab. com not aware that he/she is actually browsing a
malicious web site that most likely impersonates the weal. dnsphi shi ngl ab. com If victim
types any credential information in this malicious web site, those credentials wélidben by the
attacker.

This attack is very similar to the previous DNS Server Cache Poison taskhéumportant distin-
guishing factor is that this attack is made possible even if the DNS Server aAdttitker are on different
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networks. For the sake of simplicity this attack is performed on two differeghinas in the same network,
but we do not assume that the attacker can observe the DNS requestispac

Attack Configuration. We make the following configuration for this task:

1. Configuration the Attack MachinéiVe will use the user machine as our attack machine. The user
machine is already configured in Section 2.2. It uses the targeted DN& servts default DNS
server.

2. Source Ports:Some DNS servers now randomize the source port number in the DNS sjubite
makes the attacks much more difficult. Unfortunately, many DNS servers stipreslictable source
port number. For the sake of simplicity in this task, we assume that the scantaeuymber is a fixed
number. We can set the source port for all DNS Queries from DN®eeto be33333. This can be
done by adding the following option to the fileet ¢/ bi nd/ named. conf . opti ons:

query-source port 33333

3. DNS Bind Server:Flush the DNS Bind Server's Cache/ Restart DNS Bind Server with tHeear
mentioned commands.

Attack Tool and Method. To be able to send a large number of forged DNS response packets within a
short time window, we need to use some automation tools.pBltggen tool can be used for this purpose.
More details about the tool are described later. We outline the use of thisegal

1. Modify thepacgen. c file by appropriately filling the DNS response fields. To understand tmegbr
of DNS response packet, you can W8 eshar k to capture a few DNS response packets and study
them.

After modifying pacgen. ¢, thepacgen program should be able to flood the targeted DNS server
with many forged DNS response packets, each trying a different thosaD.

2. Write another program to do the following:

(a) Pi ng an unavailable domain name in a particular parent domaixljiz dnsphi shi ngl ab. com
This will trigger the DNS queries.

(b) Runthe modifieghacgen program to forge corresponding DNS response packets. If ofkepac
happens to have the correct transaction ID, and it is received libforeal response comes, your
attack will be successful.

(c) You should run a loop to repeat the above two steps, each usingeeedifidomain name, ac-
cording to Kaminsky'’s strategy.

More about the pacgen Tool. Pacgen is an open source Ethernet IP TCP/UDP packet generating tool.
This tool is developed in C language, is easily configurable at every e network packet, and is
much efficient packet generator than the netwag tool. We suggest thenttud use this tool for packet
generation, since this attack requires the attacker to send out thousaeg$ias in fraction of a second.
Pacgen-1.10 tool can be downloaded from the WweBtudents can also use other tools that they are familiar
with.

Shttp://1inux.softpedia.conf get/Systen Net wor ki ng/ pacgen- 14284. sht m
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1. Configuration:This tool requires thei bnet library to be installed, which has already been installed
in our pre-built virtual machine image. This tool can be downloaded fronthiaeveb®.

The configuration of the header information is very simple forghegen tool. There is a header
configuration file for each layer in theacgen directory, like et h_header for ethernet layer,
i p_header for IP layer.

2. Compilation: Students can read tHeNSTALL file in the pacgen tool to check for the compilation
information. In short, the following command should do for compiling the codeteatgpacgen
executable.

% sh install.sh

Note 1: If the compilation gives the following error,
pacgen.c: undefined reference to ‘libnet _open.link.interface’,

then gotdSyst em >Adni ni strati on->Synapti ¢ Package Manager and searchfdri bnet 1- dev
and select that forMar k for Renopval ’ from the dropdown menu. Make sure thatbnet 1
package is enabled.

Note 2: Sometimes the compilation might give the following efrionk | ayer error on et hO
SI OCA FHWADDR No Such Devi ce, in which case just update thacgen. c file’s devi ce
variable to your system'st h# number, which can be found using the following command:

% ifconfig

3. Execution:Students can read tHREADME file in pacgen tool to check for the execution information.
In short, the following command should do for runnipgcgen (you need to have the root privilege
to run the program; otherwise, you will get an error message).

% sudo sh run_default.sh

Attack Tips:
1. DNS Response Datdhe DNS response should be updated toghgl oad_| ocat i on variable.

2. Source Port:The destination port of the DNS Response should match with the DNS Quargeso
Port, which is 33333 set in this task.

3. Transaction ID:The transaction ID of the DNS reply should match with the DNS Query for thelatta
to be successful. The transaction ID varies randomly betWed&b535. The attack program can
pick random IDs in the forged response packets, or it can keepat@mepackets with a fixed range
of transaction IDs (the latter will be easier to implement).

4. Source IP:The source IP of the DNS reply should match with the Destination IP of the DNSYQ
Normally DNS Server contacts several Named Servers or ParentrSéovéhe Name Resolution.
The behavior is quite predictable. Students canWseeshar k to understand the behavior of the
DNS server, before launching the attack.

“htt p: // ww. hackt ool reposi tory. com tool / 71/
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4 Submission

Students need to submit a detailed lab report to describe what they hawankbmwhat they have observed.
Report should include the evidences to support the observations. rneesléclude packet traces, screen-
dumps, etc.
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