Fall 2006, Syracuse University Lecture Notes for CIS/ICSE 758: Internet Security

Routing Protocols

(1) Introduction

7

+» Stafic routing versaus dynamic routing
» Static routing
» Fixesroutesatboot time
= Useful only for simpleg cases
» Dynamic routing
» Tabeinitializedatboot time
» Valuesinsertedupdated by protocols that propagate route information
» Necesaryinlargeinterrets
+» Routing with partial information
» Therouting tabdein a givenrouter contains partial informaton about possible dedinations
> For the unknown deginations, forward them to the default router.
» Paenrtial problem: somededinations might be unreachabe.

7

+» Original Internetand the problem if the core routersareallowedto have default routes

ARPANET BACKBONE BACKBONE

S N
Core
W - Routers R1 R2 2o Rn

CEDECEDICED

7

+ Corerouting architecture with single backbone.

Assumesa certralizedset of routers that know all possible dedinationsin aninternet.

Non-core routersuse the core routersastheir defadt routers

Work bed for interrets that have asingle, certrally managedbackbone.

Inappropriate for multiple backbones

Disadvarntage

= Certral bottleneckfor all traffic

= Not every site could have a core router connectedto the backbone: how do they get
routing informaton?

= No shortcut route possible: non-core routersalways forward their traffic to the defadt
routerseventhough another core router providesa better route. Thisis because the non-
core routersdo not know which one is better without full knowledge of all possible
dedinations.

= Doesnot scale, because core routersmust interactwith eachother.

VVVYY
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7

+» Multiple backbones

» Atbednning, NSFNET attachedto the ARPANET badkbone through asinglerouter in

Pittsburgh, routing is eay: routersinside NSFNET send all non-NSFNET traffic to
ARPANET viathe Pittsburgh router

» Multiple connections were added later, and routing becomescomplicated
» Example: From host 3 to host 2, thereare mary possible routes which one to choose?

HOST 1

ARPANET BACKBONE HOST 2

HOST 3

NSFNET BACKBONE HOST 4

/7

«» Parial coresarenot a solution!

> It ispossibleto have asingle core system that spans multiple backbone networks.
> It isnot possible, however, to partition the core systeminto subsets that eachkeep partial
informaion without losing functionality. The following figureillustratesthe problem

default route to sites

default routes beyond core 1

from sites
behind core 1

default routes
from sites
behind core 2

PARTIAL
CORE#1

PARTIAL
CORE #2

default route to sites
beyond core 2
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Wha We Need:

Have a set of core routersknow routesto all locations

Devise amechanism that allows other routersto contad the core to learn routes(spread
necesary routing information auomaically)

Continually update routing informaton

Theldea:

The Autonomous System concept.

(2)

EGP and BGP

Autonomous System (AS)

YV VY

Groups of networks under one administrative authority

Freeto choose internal routing update mechanism

Connects to one or more other autonomous systems

AS number

= ASesareasignedanAS number (ASN) by the Internet Corporation for Assigned
Namesand Numbers(ICANN).

Differert typesof AS:

>

>

>

Sub AS. an ASthathasonly asingle connection to one other AS. Naturally, astub AS only
carrieslocal traffi c.

Multihomed AS. an AS that hasconnections to more thanone other AS, but refusesto carry
trarsit traffic.

Transit AS. an AS thathasconnecions to more thanone other AS, and is dedgned (under
certain policy redrictions) to cary both transit and loca traffic.

EGP (External Gateway Praocol)

>
>

Originally asingle protocal for communicating routes betweentwo autonomous systems
Now refersto any exterior routing protocol

BGP (Border Gateway Protocol)

>
>
>

The de facto standard of EGP in use in the Internetis BGP version 4.

BGP first became aninternet standardin 1989 and wasoriginally definedin RFC 1105.
The current verson, BGP4, wasadoptedin 1995 ard is definedin RFC 1771 ard its
companon documert RFC 1772.

BGP Seup
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>

>

BGP spedker. arouter running the BGP protocal is known asa BGP spealer. EachAS

dedgnatesaborder router to speak on its behalf. Same large ASshave several speakers

BGP peering:

= BGP speakers communicate across TCP and become peersor neighbors. BGP uses
TCP port 179 for egaHishing its connectons.

= Providerstypically try to peerat multiple places Either by peaing with the same AS
multiple times or because some ASsare multi-homed atypical network will have
mary cardidate pathsto a given prefix.

= BGP peersare oftendirecty conneciedatthe IP layer; thatis, there are no intermedate
nodesbetweenthem. Thisis not necessary for operaton, aspeerscanform a multi-hop
session, whereanintemrmed ate router that doesnot run BGP passesprotoco mesages
to the peer(thisis aless commanly seenconfiguration).

+ BGP peersand borderrouters

>

>

>

BGP peerswithin the sasme AS arecaledinterral peers they communicat via Interral
BGP (IBGP).

BGP peersfrom differert ASesare called external peers; they communicate via External
BGP (EBGP).

The routersthat communicate using EBGP, which are connectedto routersin differert
ASes are called border routers

< BGP Aggregation
>

>

Routescanbe aggregated

For examgde, a BGP speaker atthe border of anauonomous system (or group of
auonomous systemg must be able to gererate an aggregatedroute for a whole set of
dedination IP addressesover which it hasadministrative control (including those addresses
it hasdelegated), evenwhennot all of themare reachable atthe sametime.

% BGP statisticsin the BGP tale of AS4637 (Reach) on November 30, 2005
» AS4637isalarge AS.
» 20946: Number of ASesin routing system
» 173244: Number of network prefixes

= 8700: Number of ASesamonuncing only one prefix
= 1458: Larges number of prefixesamouncedby an AS: AS7018 (AT & T WorldNet
Senicey
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» 91316736: Larges address spanamouncedby an AS: AS721 (DoD Network Information
Certer).

% BGProuting
Each AS originatesone or more prefixesrepreserning the addressesassignedto hosts and
deviceswithin its network.
CIDR represertation: prefix / (# most significart bits). For examgde, 192.68.0.0/16.
BGP peersconstartly exchange the set of known prefixesand paths for all deginationsin
the Interretvia UPDATE mesages
Each AS advertisesthe prefixesit is originating to its peers
All ASesupdate their routing tadesbased on their neighborsGreachakility informaton, and
forwardthe recevedinformation to each of their other neighbors.

YVV VYV 'V

s AS path

» ASesedallish aAS path for eachadvertised prefix

» The paths are vecbrs of ASesthat packets must traverse to reachthe originating AS.

» Pah vectors are storedin arouting table and sharedwith neighbors via BGP.

» AsaBGProutetravelsfrom ASto AS, the AS number of each ASis stampedon it whenit
leawesthat AS.
» Anexample:

AS3561

AS3847 2
207.240.0.0/16 — AS1673

140.222.0.0/16

e
g

&
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+ BGP Update Messace Fields
» BGP paclketsin whichthe type field in the heaceridertifi esthe packetto be a BGP update
message packetinclude the following fi elds. Upon receiving anupdate message packet,
routerswill be able to add or delete specific entriesfrom their routing tablesto ersure
accuacy. Update messagesconsist of the following padets:

» Withdrawn Routes--Contains alist of |P address prefixesfor routesbeing withdrawn from
service.

> Path Attributes--Desribesthe chareacteristics of the advertised path. The following are
possible attributesfor a path:

Origin: Mandatory attribute that definesthe origin of the path informaton

AS Pat: Mandatory attribute composed of a sequence of autonomous system path
segmerts

Next Hop: Mandatory attribute that definesthe IP address of the border router that
should be used asthe next hop to deginations listedin the network layer reachahility
information field

Multi-Exit Discriminator: Optional attribute usedto discriminate betweenmultiple exit
points to a neighboring autonomous system

Local Preference: Discretionary attribute usedto specify the degreeof preferencefor an
advertisedroute

Atomic Aggregate: Discretionary attribute usedto disclose information about route
selections

Aggregator: Optional attribute that contains informaiton about aggregate routes

» Network Layer Reachability Information---Contains alist of IP address prefixesfor the
advertisedroutes

% Anexample: A simplifiedBGP UPDATE messace:

BGP Withdrawn Path for
Header Routes Prefixes
189.17.0.0/16, !
220.11.9.0/24
4109, 112, 3785, 12
(Prefixes) 4 (Prefixes)
(AS Path)
Origin AS
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7

+ Routing Pdicy
> BGP erforcesrouting policies such asthe ahility to forward data only for paying
customersthrough a number of protocal features
> Routing policiesarerelatedto political, security, or ecanomic considerations.
= A multihomedAS canrefuseto act asatransit AS for other AS's. (It doesso by only
advertising routesto dedinationsintermal to the AS)
= A multihomedAS canbecameatramsit AS for aredrictedset of adacen ASS, i.e.,
some, but not all, AS's canuse the multihomedAS asatramsit AS. (It doesso by
advertising its routing information to this setof AS's.)
= An AS canfavor or disfavor the use of certain AS'sfor carnying trarsit traffi c from
itself.
» BGP usesthe attribute valuesin UPDATE messagesto help erforce policies
» Pdiciesconfiguredin aBGP router allow it to do the following:
= Filterthe routesreceived from eachof its peers
= Filterthe routesadvertisesto its peers
» Sekctroutesbhasedon dedred criteria
» Forward traffic basedon those routes
> Seting policy ofteninvolvestecmiquesto biasBGPOsoute selecion algorithm.

« Multiple Pah
» BGP could possibly receve multiple advertisemerts for the same route from multiple
sources
» BGP selects only one path asthe bed path.
» Whenthe path is selected, BGP puts the selected path in the | P routing table and propagates
the path to its neighbors.

< BGP Pah Sekction.

» One of the major tasks of a BGP spealer isto evaluate differert paths from itself to a set of
dedination coveredby anaddress prefix, selectthe beg one, apply appropriate policy
constraints, and thenadvertiseit to all of its BGP neighbors.

» Metric
= Each AScanuseits own routing protocol
= Metricsdiffer (hop count, delay, etc)
= BGP doesnot communicat or interpret distance metics.
= Theonly interpretation is the following: My AS providesa path to this networkO.

» Wherethereare more than one feadble paths to a degination, all feagble paths should be
maintained
= Eachfeasble path is assigneda prefererce value.
= The proces of assigning adegee of preferenceto a path canbe basedon several

sourcesof information:

* Information explicitly present in the full AS path.

* A combination of information that canbe derived from the full AS path ard
informaion outside the scope of BGP (eg., policy routing constraints provided as
configuration informaiton).

» Passible criteria for assigning adegee of preferenceto apath are
= Preferthe path with the largeg weight (weight is defined by Cisco, ard islocalto a

router).

= Local preference: prefer anexit point from thelocal AS. The local prefererce attribute
is propagated throughout the local AS.
= Shorted AS path (the AS count).
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= Lowed origintype: A path leanedertirely from BGP (i.e., whose endpoint isintemal
to thelag AS on the path) is generaly better thanone for which part of the path was
learredvia EGP or some other mears.

= Pdicy consideraions

* Preenceor atsenceof acertain ASor ASOsn the path

= Link dynamics Stale paths should be preferredover unstatle ones

7

% Thelength of anAS path vector

» Thisisone of the most significart criteria BGP usesfor path selection

» Thislength canbe modified by anorganzation repeaedly adding its AS numberto a path,
in orderto discourage its use (atecmique known aspadding or prepending).

7

¢ Third party redriction
» EGPredricts a(noncore) router to advertise only those networks reachabe ertirely from
within its auonomous systems

(3) Case Study: Syracuse University

«» AnnouncedPrefixes (http://www.cidr-report.org/cgi-bi n/asreport?as=AS11872)
» Thedatais collectedfrom AS4637 on November 30, 2005.

"4 4: 3" $64& 6/ * 7834*5: 47SBDVTF 6QIWSTIW
1SF@Y "4 1BU
/ PUF "4 JT #30"98*/(  #SPBEXICH $PN\WVQIDBUIPOT 4FSWIDFT  *(D

+» Address Space
» AS11872 (Syraciese Universty)
» Originate Address Space: 131584/14.99
» Trarsit Address Space:0 (i.e., AS11872 doesnot provide trarsit service).
» ASB395 (Broadwing, a Tier-1 ISP)
» QOriginate Address Space: 1365504/11.62
» Trarsit Address Space:7683584/9.13 (i.e., it doesprovide trarsit service)
» AS4637 (Rezh)
» Originate Address Space: 314880/13.74
» Trarsit Address Space1713352013/1.33 (the trarsit coverage is larger than AS6395)
+« Parial Topology (using traceroute amd whois)
» AS11872 (Syracese Universty) peerswith AS6395 (Broadwing), AS4323 (Time Warrer),
AS1785 (NY SERNet R& E Network), E.

» NYSERNetonly providesbackbonein New York State. It doesnot carry commercial
traffic.
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NY SERNet buys the Internet service from Broadwing, a Tier-1 ISP (and maybe others).
Therefore, commercial traffic goesto those backbone.

NY SERNet connects to the Abilene (AS11537). The Abilere Network is anInternet2 high-
performarce backbone network that enablesthe developmert of advanced Internet
amlicatons ard the dedoyment of leadng-edge network servicesto Internet2 univerdties
and researchlabs across the country. The network hasbecame the most advancednative |P
backbone network availabe to universtiesparticipating in Internet2.

If we traceroute toanlnternet2 univerdties most likely the traffic goesthrough the
Abilere backbone (ahkilere.ucaid.edu).

If we traceroute to acompary (e.g., yahoo.com), most likely the traffi c goesthrough
the Broadwing backbone.

(4)

>
>

>
>

Attacking BGP

+» Misconfigurations

Mi sconfi gurations arequite common in practice,and they cancause the same problemsthat
anattack could cause.

April 25 1997: AS7007 fl oodedthe Internet with incorrectadvertisemerts, anouncing
AST7007 asthe origin of the beg path to essertially the ertire Internet

April 7 1998: AS884 amouncedabout 10,000 prefixesit did not own.

April 6 2001: AS15412 amouncedabout 5,000 prefixesit did not own.

« Attacking asumptions

>

>

Attackers have alread/ compromised and taken complete control of one or more BGP
spealers

+» Objecivesof anattacker

Blackholing: occurs whenaprefix is unreachald e from alarge portion of the Internet

= Intertional blackhole routing is usedto enforce private and non-allocated IP ranges

= Malicious blackholing refersto false route advertisements that aim to attracttraffic to a
particular router and thendrop it.

Redrecion: occurs whentraffic flowing to a particular network is forcedto take a different

path and to reachanincorrect, potertially also compromised, dedination.

Subverson: is aspecial case of redrecion in which the attacker forcesthe traffic to pas

through a certain link with the objecive of eavesdropping or modifying the data.

Instahility: canbe cawsed by succesive advertisemerns and withdrawals for the same

network.

+» Frauwulent Origin Attacks

>

>

>

A malicious AS canadvertise incorrectinformation through BGP UPDATE mesages

passedto routersin neighboring ASes

Prefix hijacking: A malicious AS canadvertise a prefix originatedfrom another AS and

claim thatis the originator.

Prefix deaggregation: This occurs whenthe amouncemert of alarge prefix is fragmerted

or duplicated by acoallecton of amouncemerts for smadler prefixes

= BGP performslonged prefix matching, whereby the longes mak associatedwith a
prefix will be the one chosenfor routing purposes
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= For examfe, if the prefixes12.0.0.0/8 and 12.0.0.0/16 areadvertised, the latter prefix,
which corregonds to a more specifi ¢ portion of the address block, will be chosen.
= |f anASfalsely claimsto bethe origin of aprefix and the update hasa longer prefix
thanotherscurrertly in the global routing tahlle, it will have fully hijacked that prefi x.
The false updateswill evertually be propagatedthroughout the Internet
<+ Subverdon of Pah Informaton
» A malicious AS cantamper with the path attributesof an UPDATE messace.
» Reall: BGP usespath vecbor; routing to dedinationsis performedbased by sending
packets through the seriesof ASesdenotedin the path string.
» An AS canmodify the path it recevesfrom other ASeshy
» |Inserting or deleting ASesfrom the path vecior
= Changing the order of the ASes
= Altering attributesin an UPDATE message, such asthe multi-exit discriminator (used
to sugged apreferredroute into an ASto anexternal AS) or the community attribute
(usedto group routeswith common routing policieg

Internet

/7

+» Seup of the above figure

» ASland AS2arestub networks that have beenassigned address blocks from their provider
AS3

» All ASesprovide tramsit serviceto their customers which resde atthe lowerlevels of the
diagam

» Thehorizontal lines(e g. betweenroutersB-V) represent backup links and non-transit
relations betweenthe correponding ASes

+» Attackng Scerarios:
> Router B warts to subverttraffi c deginedto AS2
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>

>

>

>
>

>

>

>

>

>

= |t could amounce a fake route, amouncing thatit hasa directconnecion to AS2

= |t could also claim ownership of the address blocks originatedby AS2 RoutersA ard
R would thenforward traffi c dedinedto AS2to B.

B cande-aggregate the prefix amouncedby AS2to two prefixesthat are longer by one bit,

while keepng the AS-PATH to AS2the same.|n that case, traffic originating anywherein

the Interret, except in AS2, ard deginedto AS2would be forwardedtowards router B.

If AS2owneda prefix that wasaggregated with other prefixesby the provider AS2, thenB

could simply amouncethe original AS2 prefi x.

Note thata compromised BGP speaker canuse de-aggregation to blackhole avictim

network anywhere in the Interret, regardess of the proximity betweenthe two.

Redrecttraffic:

= Normaly, B should amouncethe AS1route that goesthrough { AS1, AS3 AS4.

» Instead B canpropagate that route only to A indicating thatit should not be amounced
any further, and amounce the paddedroute that goesthrough AS5to R.

Update modifi cations

=  Supposethat AS3usesthe link V-N only for backup purposesbecaiseit is chegperto
use link B-M instead To achewe this, router N canpadthe UPDATESs goingto V,
making the corregponding AS-PATH longer.

» AssumethatR is compromised, and thatit warts to redrecttraffic to AS3through the
more expersive link V-N.

» R candrop the padding in the route thatincludesthe { AS5 AS3 link, ard insteadpad
the route thatincludesthe { AS4, AS3} link (or simply not amounceit). This would
forcetraffic for AS3to take the more costly V-N route.

+» Routeflapping and Route dampening

If arouter goesoffline frequertly, the routesit advertiseswill disappearand reappea in
peerrouting tables Thisis calledroute flapping.

In order to lower burden, unstable routesareoftenperalizedthrough a process calledroute
dampening.

Neighboring routers will ignore advertisesmerts from the router for anincreasng amount of
time,depending on how oftenthe route flapping occus.

+» Attacks using route flapping

Canbe usedto trigger route dampening for a victim network at anupstream router.

This canbe done by withdrawing and re-amouncing the target routesat a sufficiertly high
rate that the neighboring BGP speakersdampenthose routes

A dampenred route would force the traffi ¢ to the victim ASto take a different path, enalding
traffic redrection.

The dampening canbe triggeredwhena single route fl ap forcesBGP peersto consider
severalbackup paths, cawsing alarge number of additional withdrawals and amouncemerts.

+» Congedion-inducedBGP session failures

Whenthe BGP peersare under heaw congesgion, the TCP-based BGP sessions canbe so
slow thatthey areevertually aborted, cawsing thousarnds of routesto be withdrawn.
WhenBGP sessions arebrought up again, routersmust exchange full routing tables
creatng large spikesof BGP traffic and significart routing convergence delays.

For exampe, studieshave shown that during the adverse effects of the Code Readand
Nimda wormsof 2001, BGP traffic OeplodedOby afactor of 25 (later, arother study has
shown that over 40% of the observed BGP updatesare due to other rea®ns).

«» Other Denal of Senice Attacks
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>
>
>

TCPRST attacks
SY N fl ooding attacks
ICMP attacks

(5)

Securing BGP

% SBGP: Secue BGP

>

>

Dedgnedby ressarchersat BBN with the objective to protect BGP from erronecaus or

malicious UPDATEs.

S-BGP makesthreemajor additions to BGP

= [t introducesaPuwlic Key Infragructure (PKI) in the interdomain routing infragructure
to authorize prefix ownership and validate routes

= A new trarsitive attribute is introduceto BGP updates That attribute ensuresthe
auhorizaton of routing UPDATES, and preverts route modifi caion from intermedate
S-BGP speakers

= All routing message canbe secured using IPSeg if routing confidertiality isa
requiremert.

Address Attedations (AAS)

= Issuedby the owner of one or more prefixes to idertify thefirst AS auhorizedto
advertise the prefixes

Route Attedations (RAS)

= [Issuedby arouteron behalf of anAS (ISP), to authorized neighbor ASesto use the
routein the UPDATE containing the RA.

+» The Praocal Operaion:

>

>

Whengererating an UPDATE, a router gereratesanew RA that encompassesthe path and

prefixesplusthe AS# of the neighbor AS

Whenreceiving an UPDATE from aneighbor, it

»  Verifiesthatits AS#isinthefirst RA

» Validatesthe signature on each RA in the UPDATE, verifying thatthe signer
repreensthe AS#in the path

= Checksthe corregponding AA to verify thatthe origin AS wasauthorizedto advertise
the prefix by the prefix OavnerO

« Limitations of S-BGP

>

>
>

Reaquire the presence of ahierarchical PKI infragructure and distribution system, trusted by
all participating ISPs

S-BGPisquite cryptographicaly intersive

Routersmayneedalarge memory space (about 20MB per peer) to store the public keys.
The spacerequiremert canbe significart for a speaker with tens of peas

Aggregation is anadditional problemfor S-BGP

S-BGP camot prevert Gcollusion attacksO(or the wormhole attack). Such attacks are
possible whentwo compromised routersfake the presence of adirectlink betweenthem.
For the reg of the Internet, it thenappearsasif those two ASes are connectied.
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(6) Within an Autonomous Systems (RIP, OSPF)

s Relationdip beween BGP and IGP (Interior Gateway Protocol)

®. _ IGP, IGP, @
. | BGPused | ad \
N | S
v‘”.‘\V/‘\T/\-/‘\V/‘\‘/‘\V/‘}\V/‘\..\\ ~ I
— ' R1 ‘,‘ '.‘ Rz = i {
@ IGP, \ IGP, @

< IGPPraocols

» Thereisno single standardfor IGP.

» Examplesof IGP: RIP, HELLO, OSH-
+ Distance-Vecbr Routing

» Eachertry inthetale idertifiesa dedination network and givesthe distanceto that
network, usually measiredin hops

> Initially, arouterinitializesits routing tabe to contain an entry for eachdirecty connected
network.

» Perodicaly, eachrouter sends a copy of itsrouting tabe to any otherrouter it canreach
directy. Whenareport arrivesatrouter K from router J, K regacesitstahe ertry under
the following conditions:
= |f Jknows ashorter way to reacha degination
» |f Jlistsadedination that K doesnot have
= |If K currertly routersto adegination through J and JOglistanceto that dedination

changes

+ Distance-Vecbor Routing Example
» (a)isanexisting route tabe for router K
» (b) isanincoming routing update message from router J. The marked ertrieswill be usedto
update existing ertriesor add new ertriesto KOsouting tabe.
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Destination | Distance Route Destination | Distance
Net 1 0 direct Net 1 2
Net 2 0 direct —* Net4 3
Net 4 8 Router L Net 17 6
Net 17 5 Router M —= Net 21 4
Net 24 6 Router J Net 24 5
Net 30 2 Router Q Net 30 10
Net 42 2 Router J —= Net 42 3

(a) (b)

+» RIP: Routing Information Protocol
Implemertedby UNIX program routed
RIP operateson UDP port 520
Distance-Vecbr protocol

Useshop count metric (16 isinfinity)
Relieson broadcag

Current stardardis RIP2

VVVYYYVY

< Two modesof RIP

» Active mode:
= Broadcag a mesage every 30 secands.
* The message contains information takenfrom the routerO<urrert routing database.
» Eachmesage consists of pairs, where eachpair contains (1P, hop count)
=  Only routers canrun RIPin acve mode.

» Pasive mode
= Listenand update their routing tables
= Both host and router canrun in passive mode.

«» Link-State Routing (Shorteg Path First, or SFF)
» Paricipating routerslearninternet topol ogy
» Think of routersasnodesin agraph, and networks connecing themasedgesor links
» Parsof directy-connectedrouters periodically
» Ted link betweenthem
» Propagate (broadcag) status of link
» All routers
= Recivelink status messages
= Recanpute routesfrom their local copy of informaton using the well-known Dijksra
shorted path algorithm. Note that DijkstraOslgorithm computesthe shorteg paths to
all deginations from asingle source.

« OSHF: OpenSH-
» Includestype of servicerouting. Multiple routesto a givendedination canbe installed, one
for eachtype of service.
» Providesload balancing.
» Parition networks into subsets caledareas.
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>
>

Require message auherticaton.
Support network-specifi ¢, subnet-specifi c, host-specffic, and CIDR routes

< OSPF auhertication

>

Simple Authertication

= A password (key) is configuredon each router and isincludedin plaintext in each
OSPF packet originated by thatrouter.

* |tisnotsecue.

MD5 Autherticaion

» |t isbasedon sharedsecretkeys that areconfiguredin all routersin the area.

= Eachrouter computesan M D5 hash for eachpacket based on the contert of the packet
and the configured secretkey. Thenit includesthe reaulting hash value in the OSPF
packet

= Therecelving router, using the pre-configuredseaetkey, will compute anM D5 hash
of the packet and compare it with the hash value that the packet carriesthus verifying
its auherticity.

=  Sealence numbersarealso employedwith MD5 auhenticaion to protectagainst
repay attacks.

(7)

References

Comer®@ TCP/IP Slides

Bellovin@ slides (2003) http://www.cs.columbia.edu/~smb/tal ks/routesec. pdf
Mao. http://www.eecs.umich.edu/~zmao/eecs589hotes/|ec3 6 pdf
OlaNordg¢rom and CondantionsDovrolis, Beware of BGP Attacks.

K. Butler, T. Farley, P. McDaniel, and J. Rexford. A Survey of BGP Security

Wenliang Du Routing Protocols: Page 15 of 15 7/23/2007



