CSE785 Project Grading Sheet

Project 3: Sandbox / chroot attack project

Name:  _________________________________

SUID:  _________________________________

Email:  _________________________________

Submit Time: _____________________________

· Submit Before Deadline (10pts) 









_  _/10pts


· Project Report (45pts)

(1) Explanation on the vulnerabilities of the programs




____/15pts

(2) Identify the corresponding part of code that causes the vulnerabilities
____/10pts

(3) Solution on how to eliminate/reduce the vulnerabilities



_  _/20pts


· Project Demonstration (45pts)
(1) Successfully implement the attack (obtain root privilege)



____/30pts

(2) Show understanding of the mechanism behind “chroot” attack

____/15pts

· Bonus Points (20pts)

(1) Successfully fix the vulnerability (user can not obtain root privilege)
____/20pts

Comments to report: 
Total: _________/ 100

