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Abstract

Collaborative �ltering techniquesare widely used by
many E-commerce sites for recommendationpurposes.
Such techniqueshelp customers by suggestingproductsto
purchaseusing other users' preferences. Today's top-

�

recommendationschemesare basedonmarketbasketdata,
which showswhethera customerboughtan item or not.
Datacollectedfor recommendationpurposesmightbesplit
betweendifferentparties.To providebetterreferralsandin-
creasemutualadvantages,such partiesmightwantto share
data. Due to privacy concerns,however, they do not want
to disclosedata.

This paperpresentsa schemefor binary ratings-based
top-Nrecommendationon horizontallypartitioneddata,in
which two parties own disjoint setsof users' ratings for
the sameitemswhile preservingdata owners' privacy. If
dataowners want to producereferrals usingthecombined
datawhilepreservingtheir privacy, weproposea schemeto
provideaccuratetop-Nrecommendationswithoutexposing
data owners' privacy. We conductedvariousexperiments
to evaluateour schemeandanalyzedhow different factors
affecttheperformanceusingtheexperimentresults.

1. Intr oduction

Collaborative�ltering (CF) is arecenttechniquefor pre-
dictionandrecommendationpurposesthathelpsuserscope
with information overloadusing other users'preferences.
Theconceptof CF originatedin theearlyninetieswith the
InformationTapestryproject[3]. CF techniquesarewidely
usedin E-commerce,direct recommendations,andsearch
enginesto suggestitemsto users[1, 2].

CF systemswork by collecting ratings for items and
matchingtogetheruserssharingthesameinterestor styles.
Thegoalof CF is to predicthow well a user, referredto as
theactiveuser( � ), will like anitemthathe/shedid notbuy
beforebasedonacommunityof users'preferences[5]. The
key ideais that � will prefer thoseitemsthat like-minded

usersprefer, or that dissimilarusersdo not. Filtering sys-
temsprovide predictionsfor single items. They also per-
form top-

�

recommendation(TN), in whichanorderedlist
of itemsthatwill belikedby � is provided.

Today'sTN schemes[14, 9, 10] arebasedonmarketbas-
ket datawhereusers'preferencesare representedby 1 if
they boughtthe items, or 0 otherwise. We presenta TN
schemeon binary ratings where customersrate products
they boughtas1 if they liked them,or 0 otherwise.In our
scheme,neighborsareselectedamongsimilar anddissimi-
lar usersbecause� will preferthoseitemsthatlike-minded
usersprefer, or thatdissimilarusersdonot.

To provide referrals,datacollectedfrom many usersis
used.Someonlinevendors,especiallythosenewly created
ones,might have problemswith availabledataandown a
limited numberof users. It becomesdif�cult for themto
form large enoughreliableneighborhoods.Holding a low
numberof usersmight causea cold startproblemandre-
strictstheCFsystemsto providereferralsfor only a limited
numberof items. Recommendationsthenmight beunreli-
ableandsometimesarenotcomputableatall.

Datacollectedfor CF purposesmight behorizontallyor
vertically partitionedbetweendifferentparties. They hold
disjointsetsof users'preferencesfor thesameitemsin hori-
zontalpartitionwhile in verticalpartition,they own disjoint
setsof items' ratingscollectedfrom thesameusers.Com-
bininghorizontallypartitioneddata(HPD) is helpful for CF
systemswhen they own a low numberof users. To pro-
videmoreaccuraterecommendations,thereshouldbelarge
enoughnumberof neighborsselectedfrom availableusers;
this mightbeachievedby integratingHPD.

Usersbuy productsfrom differentonlinevendors.Some
userspurchasebooksfrom Amazon.comwhile othersbuy
from Barnes� Noble.com. Amazon.com's andBarnes�

Noble.com'sdatabases,which includeratingsfor thesame
books,recordedfrom disjoint setsof users,canbe jointly
usedfor betterreferrals.Jointdatais bene�cial for thembe-
causecustomerspreferreturningto storeswith betterrefer-
rals. Combineddatawill alsobene�t customersby making
it morelikely to receivemoreaccurateandreliablereferrals.



Mutual advantagesdueto collaborationbetweenparties
can arisefrom TN groundedon joint data. Data sharing
might occur betweenonline vendors,searchengines,or
even competingE-commercecompaniesand allows data
owners to provide richer recommendationservices. TN
qualitiesmightbeincreasedif dataownersareableto com-
binetheirdata.Recommendationscomputedfrom thecom-
bineddataarelikely moreaccuratethantheonescalculated
from oneof the disjoint datasetsalonebecausecombined
dataallows thepartiesto �nd morereliableneighborhoods.
Therefore,TN on HPD is essential.However, due to pri-
vacy, legal,and�nancial reasons,they donot wantto share
their data.If privacy measuresareprovided,they canshare
data.Providing privacy measuresis a key to achieve HPD-
basedTN. Therefore,we investigatetheprivacy-preserving
TN (PPTN)onHPD problemde�ned asfollows:

To maximizethe mutual pro�ts, two online vendors,
which own disjoint setsof users' preferencesof the same
items,want to provide TN to their future customers using
thecombineddatawhilepreservingtheir privacy. Howcan
they producerecommendationson theintegrateddatawith-
outexposingtheir privacy?
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Figure 1. PPTN on HPD

Fig. 1 shows PPTN on HPD. Two vendors, � and �

holding ��� and �	� numberof users'ratings,respectively
of thesame
 numberof items.They performTN usingthe
joint data,whichis an ������
��	������
 matrixwhile preserv-
ing theirprivacy. Sinceprivacy andaccuracy arecon�icting
goals,theproposedprotocolshouldachievea goodbalance
betweenthem. We conductedexperimentsusingtwo well-
known realdatasetsto show theoverallperformanceof our
schemeandhow accuracy changeswith varyingfactors.

2. Relatedwork

Canny proposestwo schemesfor PPCF[1, 2]. In these
schemes,userscontrolall of their own privatedata;a com-
munity of userscancomputea public “aggregate”of their
data, which allows personalizedrecommendationsto be
computedwithout disclosingindividual users' data. Po-
lat and Du use randomizedperturbationtechniquesfor
PPCF[11, 13]. In their scheme,a server collectsdisguised

ratings from users,createsa central database,and starts
providing CF servicesbasedon theexisting database.Al-
thoughtheir schemesarebasedon numericalratings,pro-
videpredictionsfor singleitems,andrequireddatais avail-
ableto theserver, weinvestigatebinaryratings-basedTN on
HPD while preservingdataowners'privacy. PPCFon ver-
tically partitioneddata(VPD) problemis discussedin [12]
while we investigateHPD-basedTN with privacy.

Privacy-preservingnä�veBayesclassi�er for HPDis dis-
cussedin [7]. They show thatusingsecuresummationand
logarithm, they can learn distributed nä�ve Bayesclassi-
�er securely. Privacy-preservingassociationruleson HPD
arediscussedin [6]. They addresssecuremining of asso-
ciation rulesover HPD while incorporatingcryptographic
techniquesto minimize the shareddata. TN in reduced
spaceis discussedby [14]. Customerpreferencedata is
consideredasbinaryby treatingeachnon-zeroentryof the
user-item matrix as1. Item-basedTN is discussedin [8]
whereKarypispresentsitem-basedCF algorithmsthat�rst
determinethe similaritiesbetweenvariousitemsandthen
usedthemto identify thesetof itemsto berecommended.

3. HPD-basedTN with pri vacy

After data collected for recommendations,� sends
his/herknown ratingsanda query for which itemshe/she
is looking for referralsto aserver, which �rst selectsneigh-
bors. Then a frequency count is performedon the items
neighborsbought. The item list is sortedandits mostfre-
quently purchased

�

items are returnedas referrals. TN
algorithmsproposedby [14, 9, 10] are basedon market
basket data.However, purchasingandconsumingitemsdo
notnecessarilymeanthatconsumerslikedthem.Customers
buy productsthey mightlike;sometimes,however, they dis-
like whatthey bought.Referralsmight not beaccuratecal-
culatedfrom marketbasketdata.Therefore,wehypothesize
that it is likely to provide moreaccuraterecommendations
if datashowing users'preferencesaslikeor dislike is used.

It is imperative to selectthoseuserswho have high pos-
itive andhigh negativecorrelationswith � asneighborsbe-
cause� will preferthoseitemsthat like-mindeduserspre-
fer, or that dissimilar usersdo not. However, dissimilar
usersarenot consideredin TN processin [9, 10]. Accu-
racy might be increasedif we selectthe bestsimilar and
dissimilarusersasneighbors.

Similaritiesbetween� andotherusersarecomputedus-
ing differentmetrics.For marketbasketdata,Tanimotoco-
ef�cient [9, 10] is usedandcanbede�ned as:
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where
�

�!�"� representsthenumberof elementsin thebasket
� . We modify it asfollowsanduseit asa similarity metric:
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where
�

�+& ' � and
�

�+& , � representthe numberof similarly
anddissimilarly rateditemsby users. and � , respectively
and

�

�!&%� is thenumberof commonlyrateditemsby them.
For example, if � 's ratingsvector is �0/213/213/-154"1

�76

184"19/9�

and . 's ratingsvectoris �0/-19/-19/-13/213/2184"1

�76

� , then
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4"?A@ where
�B6

meansnot rated. Similarities
rangefrom -1 to 1. If

#

���DC

4 , users� and . aresimi-
lar; otherwisethey aredissimilar. When

#

�$� �

4 , they are
not correlatedat all. After �nding similarities, neighbors
are selectedusing thresholdor best-

�%E

methodsto form
theneighborhood.In thecaseof usingthresholdF

E

, those
userswhosesimilaritiessatisfythe condition G

#

�$�

G

C

F

E

areselectedwhile in best-
� E

method,
� E

numberof best
usersareselectedasneighbors.

Unlike the schemede�ned in [14], in our scheme,fre-
quency countis not performedbecauseusersrateitemsas
1 or 0 andthe neighborscomposedof similar anddissim-
ilar users. We �nd the numberof 1s ( HJI ) and 0s ( K-I ) in
eachitem's columnafterwe reversetheratingsof dissimi-
lar usersbecause� will like the itemsthatdissimilarusers
do not. We thencomputeH!K

I

�

H
I

)LK
I . If H+K

I

C

4 , then
theitem will belikedby � , otherwisenot. After �nding all
itemsthatwill belikedby � , they aresortedaccordingto H!K

I

valuesand�rst
�

itemsarereturnedastop-
�

recommen-
dation.DuringTN, somecomputationscanbedoneoff-line
while othersonline. Sinceonlinecomputationcostis crit-
ical to the performance,insteadof �nding referralsfor all
unrateditems, � sendsa querystatinghe/sheis looking for
recommendationsfor

�

� itemswhere
�NMD�

�

M


O)QP

whereP is thenumberrateditemsby � .
Without privacy asa concern,two companies,� and �

canexchangetheir own data,createa centraldatabase,and
provide �ltering servicesusingthe combineddata. To get
referrals,� sendshis/herknown ratingsanda queryto one
of theparties,which �nds referrals.However, with privacy
asaconcern,thecompaniesshouldnotbeableto learneach
other's data.They want to conductTN usingthejoint data
withoutdisclosingdata.Sinceeitherpartycanactasanac-
tive userin multiple scenariosto derive informationabout
otherparty's data,the proposedprotocolshouldbe secure
againstsuchattackscomingfrom bothparties.They com-
municatethrough� duringonlinerecommendationcompu-
tation. Thechallengeis how they canprovide TN services
usingHPD without exposingtheir privacy.
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To �nd neighborsin TN, thresholdandbest-
�%E

methods
areused. Sincedifferentneighborselectionmethodsfol-
low differentsteps,we divided our proposedschemeinto

threshold-basedandbest-
� E

-basedschemesandexplained
themin thefollowings. Dataownersexchangedatato �nd
referrals.Onepartyshouldgetall requireddatafor recom-
mendationcomputations.Either party canact asa server
to get requireddataand�nd the �nal referrals. They can
switchtheir roles.We assumethat � actsasaserver.

3.1.1. Thr eshold-basedPPTN on HPD. In threshold-
basedTN, usersareselectedasneighborsbasedona a pre-
de�ned threshold( F

E

) value. Both partiescan �nd simi-
laritiesbetweenusersthey hold and � andselectneighbors
using F

E

. � sendsrequireddatato � , which �nds recom-
mendations.Thedetailsof theschemeareasfollows:

Step1. � sendshis/herratingsandaquery(for which
�

�

total numberof unrateditemshe/sheis looking for top-
�

recommendation)to bothparties.
Step 2. � computessimilaritiesbetweenusersit holds

and � and selectsneighborsbasedon F

E

. To prevent �

from learningF

E

, � canusea randomthresholdratherthan
a �x ed one. Therefore,it createsa uniform randomnum-
ber( d9�(e ) from a range fg)Wh_�i15h*�	j andaddsthatnumberto

F

E

, �nds F

E


kd9�(e , andusesit asarandomthreshold.� will
notbeableto learnthethresholddueto therandomnumber.

Step 3. It then �nds H+Kl�
I

�

H��
I

)DKl�
I valuesfor all

m

�

/-1$?3?$?�1

�

� from theneighbors'dataandsendsthemto
� through � . Since � doesnot know the thresholdvalue,
theneighbors,which neighborsratedwhich items,andthe
valuesof H

�
I andK

�
I , it will notbeableto learntrueratings.

Step 4. � �nds similarities for usersit holds, selects
neighborsbasedon F

E

, and�nds H+Kl�
I

�

H��
I

)nKl�
I for all

m

�

/-1$?3?$?31

�

� . It computesH!K
I valuesand�nds referralsas

explainedbeforeandsendsthesorteditem list to � .
Bothpartiescansendthe H!K"�

I and H!Kl�
I valuesfor all

�

�

to � without sendingit to eachotherand � can�nd recom-
mendations.However, since � gets

�

� numberof referrals
rather than

�

recommendations,they exchangedataand
oneof themprovidesrecommendationsto � .

3.1.2. Best-
��E

-basedPPTN on HPD. After similarities
betweenall usersand � arefound,best

�%E

numberof users
areselectedasneighbors.� �nds similaritiesbetweenthose
usersit holds ( .o� ) and � andsends G

#

���qp

G valuesto � ,
which �rst �nds similaritiesbetweenusersit holdsand �

andselectsbest
�

E

usersas neighbors. Since � can act
as an active userin multiple scenariosto derive data,the
schemeshouldnot allow � to derive datafrom similarities
foundby � . Thescheme'sdetailsareasfollows:

Step1. � sendshis/herratingsanda queryto � and � .
Step 2. � estimatessimilaritiesbetweenusersit holds

and � usingprivatesimilarity computationprotocol,which
is describedin thefollowing sectionto prevent � from de-
riving data. Then it permutesthem using a permutation



function r � , which is only known by it, and sendsper-
muted G

#

�$� p

G valuesto � through� . � will notbeableto
learntrueratingsdueto rs� andprivatesimilarity computa-
tion protocol.It alsodoesnotknow thetypesof correlations
betweenusers� holdsand � .

Step3. � �nds similaritiesfor usersit ownsandselects
best

� E

usersamongall � usersasneighbors.
Step4. It then�nds H!K � I valuesfor those

�

� itemsand
sendsthemandtheneighborsselectedamongusers� holds
to � through� . Since� doesnotknow theneighborsthat �

selectedamongusersit holds,whichneighborsratedwhich
items,andthevaluesof H � I and K � I , it will not beableto
learntrueratings.

Step5. � �nds H!K"� I andcomputesH!K I valuesfor all
�

�

items.It then�nds top-
�

recommendationandsendsto � .

R�S!t_SWVZuwv+xoyoz2{}|2vU~•v•€•y‚ulv+z3ƒ…„†\_~<‡‰ˆ�zŠyozŠv•\*^

We proposeto useprivatesimilarity computationproto-
col to �nd thesimilaritieswithout exposingprivacy. Since
customersonly buy andrateafew, activeusers'ratingsvec-
torsareusuallysparse.However, sinceeitherpartycanact
asanactive user, they might usedenseratingsvectors.We
only explain theprotocolfor � because� alsofollows the
samestepsto �nd similaritiesfor usersit holds.

After � gets � 's data, it �nds P . If P is less than
‹


7=-ŒŽ• , then � �nds the items that � did not rate. �

thencreatesa uniform randominteger
6

�

� from therange
�0/-18
•)•P‘� andrandomlyselects

6

�

� numberof unrated
items. It then �lls thoserandomlyselected

6

�

� number
of unrateditems' cells in � 's ratingsvector with the cor-
respondingdefault votes( ’

, s) calculatedusingprivatede-
fault votescomputationprotocol,which is explainedin the
following section.If P is biggerthan

‹


7=-ŒŽ• , � �nds the
itemsthat � ratedandcreatesauniformrandominteger

6

�(“

from therange �0/-15P‘� . It thenrandomlyselects
6

�(“ num-
berof rateditemsandremovestheirratingsfrom � 's ratings
vector. � then forms � 's new ratingsvector and can es-
timatesimilaritiesusing it. Since � doesnot know

6

�

� ,
6

�(“ , andrandomlyselectedratedandunrateditems,it will
not be able to �gure out

#

�$�
p valuesfrom

#•”

���
p values

calculatedusingnew ratingsvectorevenif it actsasanac-
tive userin multiple scenarioswhere .

� representsusers
that � holds. For eachuserheld by � , � independently
creates

6

�

� or
6

�(“ , �nds new ratingsvectors,and esti-
matessimilaritiesbasedon them. Therangesfor

6

�

� and
6

�(“ canbe adjustedbasedon how muchprivacy andac-
curacy wanted. Removing someof the ratingsandadding

’-, s might make accuracy worsebecausenumberof avail-
able ratingsdecreasesandnon-personalizedratingsmight
not represent� 's truepreferences.However, whenthereare
enoughratings,wecanstill estimatereliablesimilaritiesaf-
ter removing someof them.Since’

, sarenon-personalized

ratingsfor � , it is likely to estimatesimilaritieswith decent
accuracy usingprivatesimilarity computationprotocolafter
inserting’-, s.
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Our schemefollows online and off-line computation
components:Finding ’ , s is doneoff-line while othercom-
putationsare conductedonline. Sincedefault votes( ’ , s)
areusedfor �nding referrals,beforeproviding predictions
to their new customers,dataowners�nd ’ , s off-line using
privatedefaultvotescomputationprotocolasfollows:

Step 1. Eachparty �nds HJI and K-I valuesfor all
m

�

/-13?$?$?$1™
 .
Step 2. � randomly selects 
7�

�

‹


œ=2ŒŽ• number
of items. It createslarge enoughrandomvalues dq� I for

m

�

/21$?$?3?�1™
œ� , addsthem to H!� I and Kl� I values,and
�nds H

”

�
I

�

H��
I


‘dŽ�
I and K

”

�
I

�

Kl�
I


…d9�
I . Since

H!K
�

I

�

H
�

I()kK
�

I

�

H

”

�
I

)�K

”

�
I

, � �nds H+K
�

I valueswithout
usingrandomnumbers.Since � doesnot know how many
usersownedby � rateditem

m

andhow many of themrated
as1 or 0, it will not be able to learntrue ratingsfor item

m

. Even if it learnsratingsfor 

� items,it doesnot know

ratingsfor remaining•

�


�)š

� items.

Step3. � thensendsH+K
�

I valuesto � , whichcalculates
H!K-I

�

H!K
�

I_
žH!K
�

I values,comparesthemwith 0, and�nds
’-, s for those
œ� items.If H!K

I

C

4 , ’-, is 1, or 0 otherwise.
Step 4. � �nds H+Kl�

I

�

H��
I

)}Kw�
I valuesfor • items

where
m

�

/-13?$?$?315• andsendsthemand ’Š, s for 
œ� items
to � thatwill notbeableto learn H!K"�

I valuesfor 
œ� items.
Step5. � �nds ’2, valuesfor • itemsandtells � . They

thenstoretheminto 
Ÿ�š/ matrices.

4. Analysis

We analyzedour schemein terms of online overhead
costsbecauseoff-line costsare not critical to the perfor-
mance.We show how muchadditionalcostsareintroduced
dueto privacy. Thenumberof communicationsis 2 without
privacy asa concern. The overheadcommunicationcosts
dueto privacy areonly 3 and5 for threshold-andbest-

�
E

-
basedschemes,respectively. The storageoverheaddueto
privacy is relatively small  •¡��!
:�£¢ because� and � store
defaultvotesin two 
¤�ž/ matrices.

The overhead computation cost is negligible in
threshold-basedschemebecauseone party createsa ran-
dom number d9e for randomthresholdand conductsone
more addition. In best-

�%E

-basedscheme,oneparty uses
privatesimilarity computationprotocol,which increasesor
decreasesthenumberof comparisonsby

6

�

�
I or

6

“$�
I , on

average,respectively dependingon P where
m

is � or � .
Thesamepartyalsousesapermutationfunctionto permute
similaritiesandcreates�(I randomintegers.



We claim that our threshold-basedschemeis secure.
Since d �(e is only known by � , � doesnot know random
threshold.It doesnotknow how many andwhichuserswere
selectedasneighborsbecause� only sendsH+K"� I valuesaf-
ter it selectedneighborsusing randomthreshold. � also
doesnot know thetypesof correlationsbetweenusersheld
by � and � . Even if � �nds out neighborsandthe types
of correlations,it will not beableto derive trueratingsfor

�

� itemsbecauseafter it gets H+K � I valuesfor
�

� itemsfor
m

�

/-13?$?3?�1

�

� , theprobabilityof guessingthecorrect H � I

and K � I valuesfor it is 1 outof ��� � ):H!K � I‚
¥/9� . Theprob-
abilities of guessingthe like anddislike ratingsof item

m

are1 outof ¦

E

p

§

p-¨ and ¦

E

p(©

§

p-¨

,

p2¨ , respectively. Therefore,the
probabilityof guessing� 'sdatafor

�

� numberof itemsfor
� is 1 outof

 

���	�X)œH!Kl� I 
L/Ž���•¦

E

p

§

p-¨

�$�•¦

E

po©

§

p2¨

,

p2¨

�

¢qª*«

where
¦�¬ ­ is thenumberof waysof picking ® unorderedoutcomes
from ¯ possibilities. The probability for � can be found
similarly whenit actsasaserver.

Ourbest-
�

E

-basedschemeis securedueto permutation
andprivatesimilarity computationprotocol. For oneuser,
the probability of guessing

6

� is 1 out of �!
°)DP‘� and
theprobabilityof guessingthecorrect

6

� numberof items
is 1 out of ¦—±

©‚²

³

«

. The probability of guessingthe cor-
rect type of correlationis 1 out of 2 andtheprobabilityof
guessingthecorrect

�

�!&%� valueis 1 out of �!P´


6

�

� . For
� , the probability of guessingthe correct

�

�!&‚'�� or
�

�!&›,q�

value is 1 out of  
�!P]


6

�

���£/µ)aG

#

�$�Žp

G �
¢ . The proba-

bilities of guessingsimilarly or dissimilarlyrateditemsare
1 out of ¦·¶U¸J¹*º

¶U¸J¹Ž»£º

and ¦—¶U¸J¹	º

©

¶U¸J¹
»

º

¶U¸J¹Ž¼5º

, respectively. Finally, the
probability of guessingthe correctusersfor � is 1 out of

�
� !. Therefore,theprobabilityof guessingthe � 's datafor

� is 1 out of ½w�!�
�i¾

�"¿ÀŒÁ��
¤)bP‘�$�•¦—±

©o²

³

«

���+PÂ


6

�

���0/Ã)

G

#

���
p

G ���U¦·¶U¸J¹*º

¶U¸J¹
»

º

���U¦·¶U¸J¹*º

©

¶U¸Ä¹
»

º

¶U¸J¹
¼

º

�UÅ

E

p‚Æ

whendefault votesare
appended.Theprobabilitycanbefoundsimilarly whenrat-
ingsareremoved.

We claim thatour proposedprotocolfor �nding default
votesis securedue to the following reasons.Eachparty
sends H!K-I values for correspondingitems to each other.
Sincethey donot know how many usersheldby eachother
rateditem

m

andhow many of themratedas1 or 0, they will
not learntrueratings.Sincethey exchangedatafor half of
theitems,evenif apartyderivesdataaboutthem,it will not
beableto learndataaboutothers.Theprobabilityfor � to
guess� 's datacanbe found similarly asexplainedabove
for threshold-basedscheme.

5. Experimental results
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We used two well-known real data sets in our ex-
periments. Jesterhas 100 jokes and recordsof 17,988

userswhere the ratings rangefrom -10 to +10 and they
are continuous[4]. MovieLens (ML) consistsof rat-
ings madeon a 5-star scale for 3,591 movies madeby
7,463users. It wascollectedby the GroupLensResearch
Project(www.cs.umn.edu/research/Grouplens).

We measuredtheaccuracy of our schemeusingclassi�-
cationaccuracy (CA), coverage,and Ë -Measure(FM). CA
is the ratio of numberof correctclassi�cationsto number
of classi�cations. Coverageis the percentageof itemsfor
which a CF algorithm can provide referrals. FM [14] is
a weightedcombinationof precisionandrecall,which are
usedfor informationretrieval taskswhere:
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We �rst transformednumericalratingsinto binary rat-
ings. We labelleditemsas1 if thenumericalrating for the
item wasbiggerthan3, or 0 otherwisein ML. We labelled
themas1 if thenumericalratingfor theitemwasabove2.0,
or 0 otherwisein Jester. We randomlyselected9,000and
6,000usersfrom Jesterfor trainingandtestingsets,respec-
tively. ML wasrandomlydivided into trainingandtesting
setswith 4,000and3,000users,respectively. We thenran-
domly selected2,000usersfor trainingamongthose9,000
and4,000users.500userswererandomlyselectedamong
those6,000and3,000usersastestusers.
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To evaluatethe overall performanceof our scheme,we
conductedseveralexperiments.First,weranexperimentsto
�nd theoptimum F

E

valuefor neighborselection.We used
2,000and500 usersfor training and testing,respectively.
We held 5 rateditemsfrom eachtestuser's dataandtried
to �nd predictionsfor themusingourschemewhile varying

F

E

. We thencomparedpredictionswith thetrueratings.We
only showedCAs in Fig. 2 for bothdatasets.As seenfrom
the �gure, the resultsarebestwhen F

E

is 0.1 and0.2 for
JesterandML, respectively. Therefore,we selectedthem
asoptimum F

E

values. The resultsareslightly becoming
worsewhen F

E

is away from its optimumvalue.
To show how accuracy changeswith differentnumbers

of bestneighbors(
�

E

), we conductedexperimentsusing
the same2,000and500 usersfor training andtesting,re-
spectively. Sinceresultsfor both datasetsaresimilar, we
only showedFM valuesfor Jesterin Fig.3. Weagainheld5
rateditems'ratings,triedto �nd recommendationsfor them,
andcomparedthemwith trueratings.As seenfrom Fig. 3,
the resultsare becomingbetterwith increasing

�
E

up to
1,000bestneighborsandthey becomesteadyafterthat.
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We thenranexperimentsto show how differentnumbers
of users( � ) affect the results. We hypothesizethat with
increasing� , it is morelikely to �nd large enoughneigh-
borhoodsfor accuratereferrals. SinceHPD-basedrecom-
mendationschemecombinestwo disjointsets,it is likely to
increaseaccuracy. We usedthresholdselectionschemefor
neighborselectionusingoptimum F

E

valueswhile varying
� from 100to 2,000. We randomlyselectedtrainingusers
from training setswherewe usedthe same500 testusers.
Usingourscheme,top-10recommendationswerefoundfor
randomlyselectedrateditemsfrom eachtestuser's ratings
vector. Wethencomparedpredictionswith trueratings,cal-
culatedCA andFM valuesfor both datasets,andshowed
resultsin Table1. With increasing� , the resultsbecome
better. Therefore,combiningHPDhelpsCFsystemsto pro-
videmoreaccuratereferrals.

Table 1. Accurac y vs. �

Û 100 200 500 1,000 2,000

Jester CA 0.7010 0.7048 0.7078 0.7102 0.7116
FM 0.6586 0.6619 0.6642 0.6662 0.6703

ML CA 0.6530 0.6726 0.6874 0.6970 0.7062
FM 0.7269 0.7480 0.7683 0.7769 0.7863

CF algorithmsare not able to provide referralsfor all
itemsdueto low availabledata.Whenthereis a low num-
berof users,it becomesdif�cult to �nd predictionsfor some
items. SinceHPD-basedschemeintegratessplit data,it is
more likely to �nd recommendationsfor more items. To
show how different � valuesaffect coverage,weconducted
experimentsusing ML. We found coveragevalueswhile
varying � from 50 to 2,000andshowed resultsfor differ-
ent F

E

valuesin Fig. 4. As seenfrom the �gure, coverage
increaseswith increasing� becauseit becomesmorelikely
to have itemsratedby moreusers.
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Figure 4. Coverage vs. �

In threshold-basedscheme,we proposeto usea random
threshold.� selectsF9�(“ valuesbasedon hÈ� . As seenfrom
Fig. 2 wherewe showedCAs with varying F

E

values,if F

E

is changedfrom 0.2 to 0.1 or 0.3 for ML, 1Ü accuracy is
lost. Since F3�(“ valuesareuniformly created,when hÈ� is
0.01,onaverage,we lost0.5 Ü accuracy.

Finally, we ran experimentsto show how different
6

�

and
6

“ valuesaffect the overall performance. In private
similarity computationprotocol,we either remove ratings
or adddefault votesfor randomlyselecteditemsbasedon

P . We hypothesizethat insertingdefault votesmight in-
creaseaccuracy because� 's availableratingsincreasesand
makesit possibleto �nd more reliablematchingsandac-
curatereferrals. However, since default votesmight not
match � 's true preferencesfor thoseitems, insertingthem
might make accuracy worse. We conductedexperiments
while varying

6

� valuesusingboth datasetsandshowed
FMs for only ML in Fig. 5. We usedthesame2,000train-
ing userswhile 500userswhoratedlessthan60itemswere
randomlyselectedfor testing.Wethenfoundtop-10recom-
mendationsfor randomlyselected10rateditemsfrom each
testuser's data.Predictionsfor thoseitemswerecompared
with true ratings.As seenfrom the �gure, when

6

� is 10,
accuracy improveswhile it becomesworsewhenit is 20or
more.However, when

6

� is 100,accuracy lossis only 1 Ü .
To show how accuracy changeswith

6

“ , we conducted
experimentsusing both data setsand showed resultsfor
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only Jesterin Fig. 6. We usedthesame2,000trainingusers
while 500 userswho ratedmore than 80 items were ran-
domly selectedfor testing. We then found top-10recom-
mendationsfor randomlyselected10 rateditemsfrom each
testuser's datawhile varying

6

“ from 0 to 60. Predictions
for thoseitemswerecomparedwith true ratings. As seen
from the �gure, whenhalf of the ratingsareremoved,ac-
curacy lossis only 1Ü while it is 2Ü when

6

“ is 60. With
increasing

6

“ , resultsarebecomingworseasweexpected.
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6. Conclusionsand futur e work

We have presenteda solutionto PPTNon HPD.Our so-
lution makesit possiblefor two partiesto conductTN using
joint datawith privacy. Our experimentshave shown that
our solutioncanachieve accuratereferrals. Our proposed
privatesimilarity computationprotocolcanachieve a good
balancebetweenaccuracy andprivacy by adjustingparam-
eters. Predictionsfor single items can be computedwith
privacy using our scheme. We will study how aggregate
datadisclosureaffectstheaccuracy andthe privacy of our
scheme.We will alsostudyVPD-basedTN with privacy.
Wewill investigatehow ourschemeworkswhenthereis an
overlapbetweenusersheldby dataowners.
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