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Abstract

We describe an methodology for testing a software Security testing
system for possible security flaws. Based on the ob-
servation that most security flaws are caused by the

e 1t ecurity i ti ue t t reerrr
program’s inappropriate interactions with the environ- re ec i dicre i yec ereert uc
ment, and triggered by user’s malicious perturbation on oIT T ecurity err r 1 ecurity i
the environment (which we call an environment fault), re ute i ecurity re te c cer t e
we view the security testing problem as the problem of e e er u er t e t re ee
testing for the fault-tolerance properties of a software et re ti te yte eiret et e r uct
system. We consider each environment perturbation ecure i u er ot ici u i te i e
as a fault and the resulting security compromise a fail- u er ar r ic cere it toeteti t
ure in the toleration of such faults. Our approach is re it t e etecti errr t t i t e
based on the well known technique of fault-injection. t  ecurity i ti
Environment faults are injected into the system under it ot I etecti ecurity i
test and system behavior observed. The failure to tol- cu e e etr ti v i r eri c i
erate faults is an indicator of a potential security flaw ecurity er e e etr ti v i reie
in the system. An Environment-Application Interac- ecurity i t re yte toert
tion (FAI) fault model is proposed which guides us to te e e tete te i iiu i e
decide what faults to inject. Based on FEAI, we have de- t ere i iity cetrti teyte ui ti
veloped a security testing methodology, and apply it to e e r. ot ue ’ t e tic o
several applications. We successfully identified a num- cri ti t e ecurity re uire e t t t toe
ber of wvulnerabilities including vulnerabilities in Win- yte t ti e e t t e re uire e t e
dows NT operating system. tee et it r yt tt ere uire
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2.1 Terminology
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2.2 Developing afault model
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3.2 Test adequacy criterion
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Table 1. Indirect Environment Faults and Environment Perturbations
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Figure 2. Test Adequacy Metric
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3.4 Multiple Perturbations
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