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Abstract

CollaborativeFiltering (CF) techniquesarebecomingincreasinglypopular with the evolution
of the Internet. E-commercesites use CF systemsto suggestproducts to customersbasedon
like-minded customers' preferences.PeopleuseCF systemsto cope with information overload.
To conduct collaborative �ltering, data from customersare needed. However, collecting high
quality data from customers is not an easy task becausemany customers are so concerned
about their privacy that they might decide to give false information. CF systemsusing these
data might produce inaccurate recommendations.

We proposea randomized perturbation technique to protect users' privacy while still pro-
ducing accurate recommendations.Although the randomized perturbation techniquesadd ran-
domnessto the original data to prevent the data collector from learning the private user data,
our schemecan still provide recommendationswith decent accuracy. We conducted several ex-
periments to comparethe recommendationson the randomized data with those on the original
data. Using theseexperiment results, we analyzedhow di�eren t parametersa�ect the accuracy.
Our results show that the CF systemsusing the randomized perturbation techniques provide
accurate recommendationswhile preserving the users' privacy.

Keyw ords: Privacy, Collaborative Filtering, RandomizedPerturbation.

1 In tro duction

With the amount of the information available for individuals growing steadily, information overload
has becomea major problem for users. To make the information to serve usersbetter, information
�ltering and recommendation schemes becomemore and more important. Collaborative �lter-
ing (CF) or social �ltering is a recent technique for such �ltering and recommendationpurposes.

The term \collab orative �ltering" was �rst coinedby the designersof Tapestry [7], a mail �lter-
ing software developed in the early nineties for the intranet at the Xerox Palo Alto Research Center.
With the number of usersaccessingthe Internet growing, CF techniquesare becomingincreasingly
popular as part of online shopping sites. These sites incorporate recommendation systems that
suggestproducts to usersbasedon products that like-mindedusershave orderedbefore,or indicate
as interesting. Collaborative �ltering has many important applications [4, 5] in e-commerce,direct
recommendations,and search engines. Userscan get recommendationsabout many of their daily
activities, including restaurants, bars, movies, books, news, music CDs, interesting sights to see,
and things to do in a city with the help of collaborative �ltering.

1



The goal of CF [13] is to predict the preferencesof oneuser, referred to asthe active user,based
on the preferencesof a group of other users. For example,given the active user'sratings for several
movies and a databaseof other users' ratings, the system predicts how the active user would rate
unseenmovies. The key idea is that the active user will prefer those items that like-minded users
prefer, or that dissimilar usersdo not. The fundamental assumption [8] is that if usersA and B
rate k items similarly, they sharesimilar tastes, and hencewill rate other items similarly.

1.1 Priv acy-Preserving Collab orativ e Filtering Problem

Today's CF systems have a number of disadvantages [4, 5]. The most important is that they
are a serious threat to individual privacy. There is a great potential for individuals to share all
kinds of information about placesand things to do, seeand buy, but the privacy risks are severe.
Most online vendors collect buying information and preferencesabout their customersand make
reasonablee�orts to keepthis data private. However, customer data is a valuable assetand it has
beensold when somee-companiessu�ered bankruptcy.

The fragilit y of the digital marketplace has put many e-companiesin bankruptcy [5]. The
courts have supported the rights of liquidators to sell o� data about their customers' personal
information asan asset. From Amazon.com'spolicy \In the unlikely event that Amazon.com,Inc.,
or substantially all of its assetsare acquired, customer information will of course be one of the
transferred assets." This policy is typical of many other companiesand, in spite of Amazon's
language,the papers are �lled with newsof such \unlik ely events" which lead to bankruptcies and
transfer of customer information.
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Figure 1: Privacy Preserving Collaborative Filtering

Somepeople might be willing to selectively divulge information if they can get bene�t in re-
turn [19]. Examplesof the bene�t provided include discount of purchase,useful recommendations,
and information �ltering. However, a signi�cant number of peopleare not willing to divulge their
information becauseof privacy concerns,accordingto a survey conductedin 1999[6]. The challenge
is how can users contribute their personal information for collaborative �ltering purposeswithout
compromising their privacy?

One way to achieve privacy is to use anonymous techniques [1, 14, 18], which allow users to
disclosetheir personalinformation without disclosingtheir identities. The biggestproblem of using
anonymous techniques is that there is no guarantee on the quality of the dataset. A malicious user
(e.g. a competing company) could send a great deal of random information to the databaseand
render the databaseuseless,or a company could senda lot of made-up information to the database
with the goal of making their products the most favorable ones. These potential attacks could
all render the databaseuseless. If the communication is really anonymous, it is di�cult for the
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databaseowner to control the quality of the data. It is important for the databaseowner to verify
the identities of the data contributors in order to guarantee the quality.

Canny shows another way to conduct collaborative �ltering without disclosingeach user's pri-
vate data [4, 5]. The solution allows individuals both inside and outside the communit y to gain
recommendationswithout learning each individual's private data. In this scheme,many usersneed
to participate in each recommendation.

1.2 Outline of Our Solution

We proposea new scheme in this paper to allow the privacy-preservingcollaborative �ltering. In
our scheme (Fig. 1), each user �rst disguiseshis/her personal data, and then sendsto a central
place (the data collector), such that the data collector cannot derive the truthful information
about a user's private information. However, the data disguising scheme should still be able to
allow the data collector to conduct collaborative �ltering from the disguiseddata. We proposeto
useRandomized Perturbation techniques to disguiseprivate data.

The basic idea of randomized perturbation is to perturb the data in such a way that the
central place can only know the range of the data, and such range is broad enough to preserve
users' privacy. Although information from each individual user is scrambled, if the number of
usersis signi�cantly large, the aggregateinformation of these userscan be estimated with decent
accuracy. Such property is useful for computations that are basedon aggregateinformation. For
those computations, we can still generatemeaningful outcome without knowing the exact values
of individual data items becausethe needed aggregate information can be estimated from the
scrambled data. Sincecollaborative �ltering is basedon aggregatevaluesof a dataset, rather than
individual data items, we hypothesize that by combining the randomized perturbation techniques
with collaborative �ltering algorithms, we can achievea decent degree of accuracy for the privacy-
preservingcollaborative �ltering .

To verify this hypothesis,we implemented the randomized perturbation technique for a collab-
orative �ltering algorithm, which was proposedby [10]. We then conducteda seriesof experiments
to show how accurate our results are. We compared the predictions that are calculated basedon
original data with the predictions on randomized data. Our results show that if the number of
usersand items are signi�cantly large, the predictions we have found on randomized data are very
closeto the predictions found on the original data.

2 Related Work

2.1 Priv acy-Preserving Collab orativ e Filtering

Canny proposestwo schemesfor privacy-preservingcollaborative �ltering [4, 5]. In theseschemes,
users control all of their own private data; a communit y of users can compute a public \aggre-
gate" of their data without disclosing individual users' data. The aggregateallows personalized
recommendationsto be computed by membersof the communit y, or by outsiders. Canny's method
reducesthe collaborative �ltering task to an iterativ e calculation of the aggregaterequiring only
addition of vectors of user data. Canny then useshomomorphic encryption to allow sums of en-
crypted vectors to be computed and decrypted without exposing individual data. His schemesare
basedon distributed computation of a certain aggregateof all users'data. The aggregateis treated
as public data. Each user constructs the aggregateand useslocal computation to get personalized
recommendations.Canny's schemescan be implemented with untrusted servers,or with additional
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infrastructures, as a fully peer-to-peer (P2P) system. The P2P architecture allows usersto create
and maintain their own recommendergroups themselves.

While Canny's work focuseson the peer-to-peer framework, in which usersactively participate
in the collaborative �ltering process,our work focuseson another framework, in which userssend
their data to a central place and they do not participate in the CF process;only the central place
needsto conduct the CF. Both frameworks have their applications. The peer-to-peer framework is
more suitable in communit y-based CF systemswhile our framework is more suitable for systems
that provide on-line CF services,such as Amazon, Yahoo travel, etc.

Randomizedperturbation schemewas usedby Agrawal and Srikant to solve privacy-preserving
data mining problems [2]. The paper shows that it is possible to build decision tree classi�ers
if data is disguised using the randomized perturbation scheme. Our work solves a di�eren t but
related problem.

2.2 Notations

We usedthe following notations in our study here:
vij is vote for user i on item j .
wai is similarit y weight betweenactive user a and user i .
va is mean vote for active user a.
vi is mean vote for user i .
paq is prediction for active user a on item q.
� a is standard deviation of active user a's ratings.
� i is standard deviation of user i 's ratings.
� is range of random numbers.

 shows percentile of the data.
zij is z-scorefor user i on item j .
M AE is mean absolute error.

2.3 Collab orativ e Filtering Algorithms

There aretwo generalclassesof CF algorithms [3]. Memory-basedalgorithms operateover the entire
userdatabaseto make predictions. Model-basedCF algorithms usethe userdatabaseto estimate or
learn a model, which is then usedfor predictions. Cluster models and Bayesiannetwork model are
two of the model-basedcollaborative �ltering algorithms. There is another classesof CF algorithms
that are hybrid memory and model basedalgorithms [13].

The task in CF is to predict the votes of a particular user (the active user) basedon a database
of user votes from a sampleor population of other users(the user database)[3]. The user database
consistsof a set of votes vij corresponding to the vote for user i on item j . The user databaseis
usually a sparsematrix. The usersdo not rate all of the items. The missing ratings can be �lled
by using the item mean vote, the user mean vote, or the overall mean vote [5].

In memory-basedcollaborative �ltering algorithms, we predict the votes of the active user
(indicated with a subscript a) basedon somepartial information regarding the active user and a
set of weights calculated from the user database[3].

Memory-basedalgorithms can be divided into di�eren t sub-categoriesin terms of the details of
the weight calculation. Pearsoncorrelation coe�cien t and vector similarit y are two of the methods
of weight calculation.
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Pearson Correlation Co e�cien t This formulation �rst appeared in the published literature
in the context of the GroupLens project [15], where the Pearsoncorrelation coe�cien t was de�ned
as the basis for the weight calculation. The correlation betweenactive user a and user i is [3]:

wai =

X

k

(vak � va)(vik � vi )

� X

k

(vak � va)2
X

k

(vik � vi )2
� 1=2

(1)

where the summations over k are over the items for which both the active user a and the user i
have voted. va and vi are mean votes for active user a and user i , respectively. If I i is the set of
items on which user i has voted, then we can de�ne the mean vote for user i as [3]:

vi =
1

jI i j

X

j 2 I i

vij (2)

Vector Similarit y In vector similarit y, each user votes are represented as a vector. The weights
can be calculated as [3]:

wai =
X

k

vak
� X

s2 I a

(vas)2
� 1=2

vik
� X

s2 I i

(vis )2
� 1=2

(3)

where I a is the set of items on which active user a has voted.
GroupLens introducedan automated collaborative �ltering systemusing a neighborhood-based

algorithm [12, 15]. GroupLens provided personalizedpredictions for Usenet news articles. The
original GroupLens system used Pearsoncorrelations to weight user similarit y, used all available
correlated neighbors, and computed a �nal prediction by performing a weighted averageof devia-
tions from the neighbor's mean:

paq = va +

nX

i =1

(viq � vi ) � wai

nX

i =1

wai

(4)

paq represents the prediction for the active user a on item q. n is the number of neighbors and
wai is the similarit y weight between the active user a and the user i as de�ned by the Pearson
correlation coe�cien t.

An extension of the GroupLens algorithm, which we use in our study in here was proposed
by [10]. Herlocker et al. comparethe performanceof di�eren t normalization techniquessuch as the
bias-from-mean, the z-scores,and the non-normalized rating. The z-scoresperform signi�cantly
better than the non-normalized rating approach. The mean and the standard deviation of the
z-scoresare 0 and 1, respectively. If the vij is user i 's vote on item j , vi is the mean vote of the
user i , and � i is the standard deviation for the user i , then the z-scores(zij ) can be de�ned as:

zij =
(vij � vi )

� i
(5)
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Herlocker et al. [10] account for the di�erences in spreadbetweenusers' rating distributions by
converting ratings to z-scores,and compute a weighted averageof the z-scores:

paq = va + � a �

nX

i =1

(viq � vi )
� i

� wai

nX

i =1

wai

wai =

X

k

(vak � va) � (vik � vi )

� a � � i
(6)

where k is the item set both the active user a and the user i have rated. � a and � i are standard
deviations of the active user a's ratings and the user i 's ratings, respectively.

There are also other memory-basedcollaborative �ltering algorithms. The Ringo Music Rec-
ommender [17] and the Bellcore Video Recommender[11] expandedupon the original GroupLens
algorithm. Ringo used 4 as the mean vote for all usersand limited membership when computing
the weights while Bellcore Video Recommenderselectedthe best neighbors to create a prediction.
A constant time collaborative �ltering algorithm was proposedby [8], which is basedon principal
component analysis (PCA).

3 Priv acy Preserving CF using Randomized Perturbation

3.1 Randomized Perturbation Techniques

There are several ways to hide numbersor information. To hide a number a, a simple way is to add
a random number r to it. Although we cannot do anything to a sinceit is disguised,we can conduct
certain computations if we are interested in the aggregatedata, rather than each individual data.

The basic idea of randomized perturbation is to perturb the data in such a way that certain
computations can be done while preserving users' privacy. Although information from each indi-
vidual user is scrambled, if the number of usersis signi�cantly large, the aggregateinformation of
theseuserscan be estimated with decent accuracy. Such property is useful for computations that
are basedon aggregateinformation. Scalar product and sum are among such computations and
usedin collaborative �ltering algorithms. For thosecomputations, we can still generatemeaningful
outcome without knowing the exact valuesof individual data items becausethe neededaggregate
information can be estimated from the scrambled data.

Scalar Pro duct Let A and B bethe original vectors,whereA = (a1; : : : ; an ) and B = (b1; : : : ; bn ).
A is disguisedby R = (r 1; : : : ; r n ), and B is disguisedby V = (v1; : : : ; vn ), where r i 's and vi 's are
uniformly distributed in domain [� �; � ]. Let A0 = A + R and B 0 = B + V be the disguiseddata
that are known, we now show how the scalar product of A and B can be estimated from A 0 and
B 0:

A0� B 0 =
nX

i =1

(ai bi + ai vi + r i bi + r i vi )

BecauseR and B are independent, we have
P n

i=1 r i bi � 0; similarly we have
P n

i =1 ai vi � 0, and
P n

i=1 r i vi � 0. Therefore, we have

nX

i =1

(ai + r i )(bi + vi ) =
nX

i =1

(ai bi + ai vi + r i bi + r i vi ) �
nX

i =1

ai bi (7)
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Sum Let A be the original vector with n values, where A = (a1; : : : ; an ). A is disguised by
R = (r 1; : : : ; r n ), where r i 's are uniformly distributed in domain [� �; � ]. Let A 0 = A + R be
the disguised data that is known. Since r i 's are uniformly distributed in domain [� �; � ], the
contribution of the sum of the random values to the actual sum of the valuesof vector A is close
to zero. In the long run, the relative error will convergeto zero. Therefore, we have

nX

i =1

(ai + r i ) =
nX

i =1

ai +
nX

i =1

r i �
nX

i =1

ai (8)

Next, wewill show how weusethesetwo approximation techniquesto conduct privacy-preserving
collaborative �ltering.

3.2 CF with Priv acy using Randomized Perturbation Techniques

Our goal of collaborative �ltering using randomized perturbation is to achieve privacy and pro-
duce recommendationswith high accuracy. However, achieving privacy and producing accurate
recommendationsare two con
icting goals. Users might send false data instead of their actual
data to achieve perfect privacy. But producing accurate recommendationsis impossiblefrom this
false data. On the other hand, if userssend their actual data to the server, �nding high quality
recommendationsis possiblebut the users' privacy is not preserved. We proposea technique to
achieve a good balancebetweenthe privacy and the accuracy.

Without privacy concerns,every usersendshis/her ratings to the server, which createsa central
databasecontaining ratings from all users. To get a recommendation,an active user sendshis/her
known ratings and a query (for which item he/she is looking for prediction) to the server, and the
server can calculate the paq (predicted vote for active user a on item q) using the Eq. (6).

With the privacy concerns, the server should not know the true data of each user including
the active users. We use the randomized perturbation technique to achieve data disguise. In our
approach, usersadd a random number to each of their actual ratings that they want to disguise,
and send the results to the server. The server should not be able to �nd the true values of the
ratings becauseof the random numbers. To show how our approach works, we use the z-score
notation to simplify the Eq. (6):

ziq =
viq � vi

� i
(9)

Therefore, from Eq. (6) we get:

paq = va + � a � p
0

aq = va + � a �

nX

i =1

wai � ziq

nX

i =1

wai

; wai =
X

k

zak � zik (10)

where

p
0

aq =

nX

i =1

"
X

k

zak � zik

#

� ziq

nX

i =1

X

k

zak � zik

=

X

k

zak �

"
nX

i =1

zik � ziq

#

X

k

zak �

" nX

i =1

zik

# (11)
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Since the active user and the other usershave not rated all items, the counter, k, is di�eren t
from user to user. Only those items that have beenrated by both the active user a and the user i
are involved in computations. The entries for those items that have not beenrated are zero.

Notice that the nominator part consistsof a scalar product betweenvector Z k = (z1k ; : : : ; znk )
and vector Zq = (z1q; : : : ; znq). If the server can compute the scalarproducts for all k's, it can send
the results of the scalar products to the active user who can easily compute the nominator part.
The denominator part is even simpler. All the server needsto do is to send the result of

P n
i=1 zik

for each k to the active user.
Based on the above observations, we develop the following scheme, such that each user does

not needto sendthe actual information to the server while still allowing the server and the future
active usersto compute p

0

aq jointly.

1. The server decideson a range [� �; � ], and let each userknow. How the server decideson the
value of � will be discussedlater.

2. Each user i computeshis/her meanvote, standard deviation, and then calculatesthe z-scores
zij for the items that he/she has rated.

3. Each user i creates n i uniform random numbers r ij in the range [� �; � ], where n i is the
total number of items that user has rated; note that n i might be di�eren t from user to user
becauseevery usermight have rated di�eren t number of items. User i then addsthoserandom
numbers to its z-scoreratings and generatesthe disguisedz-scoresz0

ij = zij + r ij . User i then
sendsthe results (n i disguisedz-scores)to the server.

After getting all the disguisedz-scoresz0
ij from many users,the server can now provide collab-

orative �ltering servicesto active usersbasedon the following facts from Eq. (7) and (8):

nX

i =1

zik � ziq �
nX

i =1

z0
ik � z0

iq

nX

i =1

zik �
nX

i =1

z0
ik (12)

To get a recommendationfor item q, the active user computes the z-scoreszak for those items

that he/she has rated before. Then, the server sendsthe results of
nX

i =1

z0
ik � z0

iq and
nX

i =1

z0
ik for all k

to the active user who usesEq. (11) and (12) to compute p0
aq and paq, the predicted rating for the

active user a on item q.

3.3 Selecting the Range of the Random Num bers

To protect the private data, the range of the random numbers is critical. If the range is too small,
the perturb ed data still disclosessigni�cant amount of information; if the range is too large, we
hypothesizethat the accuracyof the results will be very low. To understand how the range a�ects
the accuracy, we associate the range with the distribution of the original data.

Let X = (x1; : : : ; xn ) be a vector, where x i 2 [c;d] for i = 1: : : n. To disguisethe valuesof the
vector X using the randomized perturbation technique, we generaten uniform random numbers
from [� �; � ] and add them to the valuesof the vector X .

8



Percentile (
 ) Rangeof random numbers

95% [-1.95, 1.95]
85% [-1.43, 1.43]
75% [-1.15, 1.15]
50% [-0.67, 0.67]

Table 1: Examples

Assumethe distribution (probabilit y density function) of the random variable x for the sequence
in X is f (x). We calculate the percentile of the distribution, and �nd the range for this percentile.
For example,for 95 percentile, we �nd a rangein f (x), such that 95%of the data of this distribution
falls into the range.

When the distribution is standard normal distribution, i.e. the distribution is a normal distri-
bution with the mean (� ) being 0 and the standard deviation (� ) being 1, the rangesfor certain
percentiles can be looked up from a table. Fig. 2 shows the meaning of various percentiles for the
standard normal distribution, and Table 1 shows the rangesof the random numbers for various
percentiles in standard normal distribution.

-3 -2 -1 0 1 2 3
0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

 50% of the Data

75% of the Data 

85% of the Data 

95% of the Data 

Figure 2: Standard Normal Distribution (mean 0, standard deviation 1)

From now on, we use 
 to represent the percentile. After deciding the 
 values,we can decide
the range of the random numbers basedon the distribution of the data.

3.4 Various Ways for Data Disguising

There are several ways we can disguisethe original data using the random perturbation techniques.

� Fixed Range: We usea �xed rangeto generaterandom numbers. After deciding on the range
of the random numbers, we generaterandom numbers uniformly within this range.

� Random Range: In this scheme, after deciding on the range of the random numbers, each
user randomly generatesa number � within this range, and then uses[� �; � ] as the range to
generateuniform random numbers to disguiseall his/her private data.
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4 Exp erimen tal Results

4.1 Datasets

WeuseJesterand MovieLensdatasetsin our experiments to evaluate the accuracyof our randomized-
perturbation-based collaborative �ltering scheme. We compare the predictions basedon original
data with the predictions calculated from randomized data using our scheme. We describe the
details of the datasets in the following:

� Jester is a web-basedjoke recommendation system, developed at University of California,
Berkeley [9]. The databasehas100 jokesand recordsof 17,988users. The ratings rangefrom
-10 to +10, and the scaleis continuous. Someusersend up reading and rating all the jokes,
so Jester is much more densethan the other datasets we used. Almost 50% of all possible
ratings are present.

� MovieLens data were collectedby the GroupLens Research Project at the University of Min-
nesota (www.cs.umn.edu/research/Grouplens). There are two datasets available. The �rst
one (called MovieLensPublic Data) consistsof 100,000ratings for 1,682movies by 943users.
The secondone (called MovieLens Million Data) consistsof approximately 1 million ratings
for approximately 3,500movies made by 7,463users. Each user has rated at least 20 movies.
Ratings are made on a 5-star scale.

4.2 Evaluation Criteria

Several evaluation criteria for collaborative �ltering have been used in literature [5, 10, 17]. The
most common criteria are the Mean AbsoluteError (MAE) and the standard deviation (� ). We
also usethesetwo criteria in our evaluation.

If p1; p2; : : : ; pd are predicted values from undisguised data, and p
0

1; p
0

2; : : : ; p
0

d are predicted
values from disguiseddata, then E = f � 1; � 2; : : : ; � dg = f p

0

1 � p1; p
0

2 � p2; : : : ; p
0

d � pdg represents
errors. Therefore, the MAE and the standard deviation of the errors are computed using the
following equations:

E =
P d

i=1 j� i j
d

and � =

s P d
i=1 (E � E)2

d � 1

4.3 Metho dology

The outline of our procedureis described in the following:

1. Selecting training and testing datasets. The MovieLens public dataset contains 943
usersand 1,682 items. We randomly divided the dataset into a training set (900 users) and
a testing set (43 users). For the Jester dataset, we randomly selected5,000 users from the
dataset for training data and 500 users for testing data; for the MovieLens million dataset,
we randomly selected3,000usersfor training and 300 usersfor testing.

2. Prediction for activ e users. For each active user selected randomly from the testing
dataset, we randomly selectan item and useour randomized-perturbation-based schemeand
the original algorithm, respectively, to predict the ratings on this item for this active user.
We then calculate the di�erence of these two ratings. We run this prediction procedure for
100 times and calculate the mean absolute error and standard deviation of the errors.
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We hypothesizethat the privacy and accuracydepend on several factors including the selection
of � , the 
 valuesthat a�ect the range of the random numbers (� ), the total number of users,and
the total number of items. Therefore, we conducted the following experiments:

� Fixed � vs. Random � . We experimented with two di�eren t strategies regarding the range
of the random numbers (which is used to disguiseusers' private data): one requires usersto
select the random numbers from a �xed range [� � ; � ], where � is a constant number; the
other strategy requires users to select the random numbers from a changing range [� �; � ],
where � is a random number ranging from [0; � ].

� Dense Datasets vs. Sparse Datasets: We conducted experiments on both denseand sparse
datasets. Although Jester and MovieLens are sparsedatasets,we converted them into dense
datasets. There are di�eren t methods to deal with missing ratings including using the user
mean, the item mean, or the overall mean vote [5]. We used the item mean votes [16] to
convert sparsetraining datasets into densedatasets.

� The Selection of 
 . The value of 
 decidesthe range of the random numbers. It is critical
to the performanceof our scheme. We conducted experiments for various 
 values,including
95%, 85%, 75%, and 50%, but we only showed the results when 
 is 95% and 50%.

� Setsof Experiments: We hypothesizethat the randomizedperturbation techniquesgive more
accurate results when the number of usersand/or items increases. To test this hypothesis,
we conducted three setsof experiments: for the �rst and the secondsets,we try to keepthe
number of usersthe samewhile changing the number of items; for the secondand the third
sets,we try to keepthe number of items the samewhile changing the number of users. Since
the third set needsto involve a large number of users,we conduct the third set of experiments
on densedatasets (we need to convert the sparsetraining datasets into densesets using the
item mean votes).

4.4 Exp erimen tal Results

To evaluate our proposedschemes,we have conducted several experiments; we then comparedthe
prediction results from randomized data (using our schemes) with the results from the original
data. Fig. 3, Fig. 4, and Fig. 5 depict our results on three di�eren t datasets.

For both MovieLens datasets (MovieLens public data and MovieLens million data), when we
choose
 = 95% and the �xed- � scheme,the meanabsoluteerror in our experiments is below 0:29.
Sincethe rating rangeis from 1 to 5, M AE = 0:29 indicates our results are very closeto the results
generatedfrom the original data. As we can seefrom both Fig. 3 and Fig. 4, the results get much
better when we use the random-� scheme to generate the random numbers; the results also get
better when we choosea smaller 
 value, or increasethe value of n (the total number of users)and
t (the total number of items). We will discussthe e�ects of those changeslater.

For the Jester dataset, when we choose 
 = 95% and the �xed- � scheme, the mean absolute
error in our experiments can reach as high as 1:4. However, in Jester dataset, the rating scaleis
from -10 to 10; an error of 1:4 is equivalent to 0:28 in a 1{5 scale. Therefore, the results for Jester
dataset is similar to those from the MovieLens datasets.

We now show how the � selection scheme, the value of 
 , and the value of n and t a�ect the
accuracyof the results.

� Value of n and t: Resultson all three datasetsshow that the accuracyis improved wheneither
of the following increases: the total number of users (n) or the total number of items (t)
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Figure 3: MovieLens Public Dataset
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Figure 4: MovieLens Million Dataset
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Figure 5: Jester Dataset

involved in the prediction calculation. The improvement trend can be observed from the
di�erences of Group 1, 2, and 3. The reasonof the improvement canbequite straightforwardly
explained: Our scheme is based on the fact that the sum and the scalar product of the
perturb ed data are approximately the sameas those of the original data. As we know, the
more data we have for thesetwo computations, the more accurate the approximation will be.
In our scheme, increasingn and t is equivalent to increasing the amount of data involved in
the sum and the scalar product computations.

� Selection of 
 Value: Our results clearly show that the range of the random numbers a�ects
the accuracyof our scheme. For example, in all of our result �gures, results for 
 = 50% are
always better than those for 
 = 95%. The range of random numbers is [-0.67, 0.67] when

 = 50%,whereasit is [-1.95,1.95]when 
 = 95%. As we know, when the range is small, the
randomnessalso becomessmaller; thus the accuracycan be improved.

� Fixed � vs. Random� : Our results show that the random-� schemeyields better performance
than the �xed- � scheme. For example, in Fig. 3, when 
 = 95%, the error for the random-�
schemeis almost half of the error for the �xed- � scheme. The reasonfor this phenomenonis
that when the range of the random numbers is random from [0; � ], the distribution of all the
random numbers is not uniform in range[� � ; � ]; the probabilit y of choosinga number near 0
is larger than the probabilit y of choosing a number near � or � � . On the other hand, in the
�xed- � scheme, the generatedrandom numbers are uniformly distributed in range [� � ; � ].
As we have already discussed,the bigger the random number, the lessaccurate the result.
Therefore,choosingrandomly selected� asthe rangefor the random numbersproducesbetter
results than the �xed- � scheme.

5 Conclusion and Future Work

We have presented a solution to the privacy-preservingcollaborative �ltering problem using the
randomizedperturbation scheme. Our solution makesit possiblefor servers to collect private data
from usersfor collaborative �ltering purposeswithout compromising users' privacy requirements.
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Our experiments have shown that our solution can achieve accurate prediction compared to the
prediction basedon the original data.

We believe that accuracyof our schemecan be further improved if more aggregateinformation
is disclosedalong with the disguiseddata, especially those aggregateinformation whosedisclosure
does not compromisemuch of users' privacy. These types of information include mean, standard
deviation, distribution, true data in a permuted order, etc. We will study how these kinds of
aggregatedata disclosurea�ects the accuracyand the privacy.

We will also study other collaborative �ltering algorithms, and investigate whether we can
extend our techniques to other memory-basedand model-based algorithms to achieve privacy-
preserving collaborative �ltering.
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