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Abstract

The growth of the Internet hastriggered tremendous
opportunities for cooperative computation, in which
multiple parties need to jointly conduct computation
tasks basal on the private inputs they each supply.
These computations could occur between mutually un-
trusted parties, or evenbetween competitors. For exam-
ple, two competing nancial organizations might jointly
investin a project that must satisfy both organizations'
private and valuable constraints. Today, to conduct
such a computation, one must usually know the in-
puts from all the participants; howeverif nohkody can
be trusted enoughto know all the inputs, privacy will
become a primary concern.

Linear systems of equations problem and linear
least-squae problem problemsare two important scien-
tic computations that involve linear eguations. Solu-
tions to these problemsare widely used in many areas
such as banking, manufacturing, and telecommunica-
tions. However, the existing solutions do not extend
to the privacy-preserving cooperative computation situ-
ation, in which the linear equations are shared by mul-
tiple parties, who do not want to disclosetheir data to
the other parties.

In this paper, we formally de ne these specic
privacy-preserving cooperative computation problems,
and present protocols to solvethem.
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1 Intro duction

The growth of the Internet hastriggered tremendous
opportunities for cooperative computation, in which
multiple parties needto jointly conduct computation
tasks based on the private inputs they ead supply.
Thesecomputations could occur betweenmutually un-
trusted parties, or even between competitors. For ex-
ample, two competing nancial organizations might
jointly invest in a project that must satisfy both or-
ganizations' private and valuable constraints. Today,
to conduct such a computation, one must usually know
inputs from all the participants; however if nobody can
be trusted enoughto know all the inputs, privacy will
becomea primary concern. For example, considerthe
following applications:

Two nancial organizations plan to cooperatively
work on a project for mutual bene t. Each of the orga-
nizations would like its own requiremerts being satis-
ed (usually, theserequiremerts are modeled as linear
equations). Howewer, the requiremerts includes their
projects of the likely future ewolution of certain com-
modity prices, interest and in ation rates, economic
statistics, and customers' portfolio holdings. These
are valuable proprietary data that nobody is willing to
discloseto other parties, or even to a \trusted" third
party. How could thesetwo nancial organizations co-
operate on this project?

Two companiesA and B are investigating an op-
portunity for a partnership. Company A's goal is to
optimize the cost of a manufacturing process.As part
of the partnership, compary B will conduct part of
the process. Becauseof this, A does not know B's
constraints on that part of the process,unlessB tells
A, nor doesB know A's constraints. Usually, the con-
straints re ect the information about the compary's re-
source, strategic plans, cost information, and business
decisions. They are socritical that both companiestry



every measureto protect them. Considering that the
partnership is not formed yet, B is afraid that, if the
partnership evertually falls through, the information it
providesto A might be usedby A for B's disadvantage.
With such aconcern,B really doesnot feelcomfortable
to give its information to any other compary, neither
doesA. How could thesetwo companies nd out the
bene t of a potential partnership without risking their
private information?

The above examples,without the privacy concerns,
could usually be modeled as linear systems of equa-
tions problems or linear least squares problems [15].
These sciertic computation problems have proved
valuable for modeling many and diversetypesof prob-
lemsin planning, routing, scheduling, assignmen, and
design. Industries that make useof theseproblemsand
their extensionsinclude banking, transportation, en-
ergy, telecommunications, and manufacturing of many
kinds. Although these problems have beenwell stud-
ied in the literature, their current solutions rarely ex-
tend to the situation in which multiple parties want to
jointly conduct the computations basedon the private
inputs. For instance, Alice hask linear equationsin n
unknown variablesx;; Bob hasn k linear equationsin
the samen unknown x;. Alice and Bob want to nd the

earequations. We know how to solve the problem if Al-

ice can give her equationsto Bob or vice versa,because
it is just a normal linear system of equations problem.

However, if the equations owned by eac party are so
valuable proprietary data that neither party is willing

to discloseto the other, the problem can no longer be
solved using the traditional methods, such as Gaus-
sian elimination and LU factorization, becausethese
methods assumethat one who conducts the computa-
tion knows all the inputs, an assumption that is not

true any more in the privacy-preserving cooperative
computation situation. We needto nd solutions that

allow Alice and Bob to jointly solve their combined n

linear equationswhile not disclosingead person'spri-

vate equationsto the other.

Currently, to solve the above problems,a commonly
adopted strategy is to assumethe trustworthiness of
the participants, or to assumethe existenceof a trusted
third party. Sud assumptions are quite strong and
maybe infeasible, and clearly it is desirable to have
solutions that do not rely on the complete trustwor-
thiness of participants or third parties. Moreover,
in certain situation, even though we could trust that
the other parties will not use our private information
against our wish, we cannot guarantee that their sys-
tems being secureenoughto prevert our information
from being stolen. On the other hand, from the trusted

parties' point of view, in order to conduct such a co-
operative computation, they have to carry the extra
burden of securingother party's data. If a disgruntled
employee or a security breach causesthe compromise
of the data, thesetrusted parties might face expensive
lawsuits. Therefore, it is to the favor of every par-
ticipants that nobody knows the other parties' secret
information. Protocols that can support this type of
joint sciertic computations while protecting the par-
ticipants' privacy are of growing importance.

In this paper, we introduce the privacy-preserving
cooperative sciertic computations (PPCSC) problem.
The general de nition of the PPCSC problem is that
two or more parties want to conduct a sciertic compu-
tation basedon their private inputs, but neither party
is willing to discloseits own input to anybody else
(including a so-calledtrusted third party). We have
further de ned sewral specic PPCSC problems, in-
cluding privacy-preservingcooperative linear systemof
equations(PPC-LSE) problem, and privacy-preserving
cooperative linear least-square (PPC-LLE) problem,
all of which involve a matrix.

There are seweral waysto sharea matrix. Depending
on how such a matrix is sharedby Alice and Bob, or in
another word how Alice and Bob cooperate with eath
other, the problems could appear in a variety of forms.
Figure 1 describesthree di erent typesof cooperation.

Figure 1(b) depicts the homogeneouscooperation,
in which ead party providesits own equations; Figure
1(c) depicts the heterogeneouscooperation, in which
both parties have to jointly specify eat single equa-
tion; Figure 1(d) depicts the hybrid cooperation, in
which both parties cooperate in an arbitrary way. (b)
and (c) are more meaningful cooperations than (d) in
real life, and they are two special casesof problem (d).
We have developed a protocol to solve the problem (d):
(M1 + M3)x = by + b, wherematrix M, and vector by
belongto oneparty, matrix M, and vector b, belongto
the other party. At the end of the protocol, both par-
ties know the solution x while nobody knows the other
party's private inputs. Basedon this protocol and the
similar techniques, we have solved PPC-LSE problems
and PPC-LLE problems.

The generalizationof the PPCSC problem is referred
to as SecureMulti-part y Computation problem (SMC)
in the literature [22]. Generally speaking, a secure
multi-part y computation problem deals with comput-
ing any probabilistic function on any input, in a dis-
tributed network where eact participant holds one of
the inputs, ensuring that no more information is re-
vealedto a participant in the computation than canbe
computed from that participant's input and output [8].

Goldreich statesin [6] that the generalsecuremulti-
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(a) Normal Linear Equations
(without cooperation)

(c) Heterogeneous Cooperation

b1l: Alice's private vector,

Legend: M1: Alice's private matrix, M2: Bob's private matrix
b2: Bob's private vector

(b) Homogeneous Cooperation

M1+M2 X = bl+b

(d) Hybrid Cooperation

Figure 1. Various ways of cooperation

party computation problem is solvablein theory, but he
alsopoints out that usingthe solutionsderived by these
generalresults for special casesof multi-part y compu-
tation can be impractical; special solutions should be
dewveloped for special casesfor e ciency reasons. Mo-
tivated by this assertion, we are interested in seeking
special solutions to the speci c PPCSC problem, solu-
tions that are more e cien t than the generaltheoretic
solutions.

In the rest of this paper, the next subsectionpreserts
the related work. Section?2 preserts formal de nition of
the privacy. Section 3 describesthe PPC-LSE, PPC-
LLE protocols and their applications. Section 4 dis-
cusseghe e ciency of theseprotocols. Section5 sum-
marizesthe paper and lays out somefuture work.

1.1 RelatedWork

The history of the multi-part y computation prob-
lem is extensive since it was introduced by Yao [22]
and extended by Goldreich, Micali, and Wigderson
[18], and by many others. In the past, secure multi-
party computation researd has mostly been focus-
ing on the theoretical studies, very few applied prob-
lems have been studied. Those few applied problems
include Private Information Retrieval problem (PIR)
[12, 3, 11, 10, 13, 17, 14, 9], Joint digital signature
[21, 5] and joint decryption, elections over the Inter-
net, electronic bidding [2], and privacy-preservingdata
mining [16, 1].

1-out-of- N Oblivious Transfer

An 1-out-of-N Oblivious Transfer protocol [7, 4] refers
to a protocol whereat the beginning of the protocol one

the protocol the other party, Alice, learns one of the
inputs X, for somel | N of her choice, without
learning anything about the other inputs and without
allowing Bob to learn anything about I. An ecient
1-out-of-N Oblivious Transfer protocol was proposed
in [19] by Naor and Pinkas. Their solution can achieve
O(m) communication complexity, where m is the se-
curity parameter (i.e. the length of a number that is
hard to factor). This protocol servesas an important
building block for our protocols, and the ideasof using
the 1-out-of-N Oblivious Transfer protocol as building
block are pioneeredby Naor and Pinkasin [19].

2 Securit y De nition

The model for this work is that of general multi-
party computation, more specically between two
semi-honestparties. Our formal de nitions are accord-
ing to Goldreich in [6]. We now presen in brief the
de nition for generaltwo-party computation of a func-
tionalit y with semi-honestparties only. They are taken
from [6].

Denition  2.1. (privacy w.r.t. semi-honest behav-
ior): Letf :f0;1g f0;1g 7! f0;1g f0;1g be
a functionality, where f 1(x; y)(resp., f2(x;y) denotes
the rst (resp., second)elemen of f (X;y), and bea



two-party protocol for computing f. The view of the
rst (resp., second)party during an executionof on
(x;y), denoted VIEW,; (x;y) (resp., VIEW, (x;y)).

r! (resp., r?) represers the outcomeof the rst (resp.,
second) party's internal coin tosses,and m}! (resp.,
m?) represens the i messageit has received. The
output of the rst (resp., second)party during an exe-
cution of on (x;y), denotedOUTPUT, (x;y) (resp.,
OUTPUT, (x;¥)), isimplicit in the party's view of the
execution.

Wesay that privately computesf if there ex-
ist polynomial time algorithms, denotedS; and S,
suc that

F(S106 F1(% ) T20% ) Oxy 2t 0;19

f(VIEW, (x;y); OUTPUT; (X; ¥))Gxy 2f 051
f (f 1(X; Y); Sz(Y; f Z(X; y))) gx;y 2f 0;1g

f(OUTPUTl (X; y); Vi EWZ (X; y»gx;y 2f 0;1g
where  denotescomputational indistinguishabil-

ity.

VIEW; (x;y) andVIEW, (x;y), OUTPUT, (x;y)
and OUTPUT, (x;y) arerelated random variables, de-
ned asa function of the samerandom execution.

3 Some Priv acy-Preserving
tiv e Scientic Computations

Coopera-

In this section, we describe two related protocols
for privacy-preserving cooperative sciertic computa-
tion, including the protocolsfor the privacy-preserving
cooperative linear system of equations (PPC-LSE)
and privacy-preservingcooperative linear least-square
problem (PPC-LLS). We assumea nite eld F, and
all computations are over this nite eld, meaningthat
ertries of matrices (or vectors) are elemens of a -
nite eld and addition and multiplication are de ned
with respect to that eld. As a result, this assump-
tion makes the scope of the computations somewhat
di erent than the original computations. Such an as-
sumption is made to achieve the privacy requiremerts
accordingto Goldreich's de nitions [6]. We believethat
dropping this nite eld assumption is possibleif dif-
ferent privacy requiremerts (de ned in an in nite do-
main) can be used.

3.1 Two Models of Cooperation

A common property of the above PPC-LSE and
PPC-LLE problems is the combining knowledge of a
matrix M and of a vector b. We have described in

Figure 1 three di erent ways of combining knowledge,
with (b) and (c) being the special casesof (d). How-
ever, in real life, casegb) and (c) are more meaningful
than (d) becausethey tend to model the ways of actual
cooperations.

In the PPC-LSE and PPC-LLE problems, M and
b usually represen a set of linear constraints. Some-
times the cooperating parties eat has its own set of
constraints, but sometimesthey have to jointly specify
ead single constraint. Therefore we classify the coop-
eration to two basic models, the heterogen@®us model
and the homayen®us model.

Mo del 1. (Homogen@us Model) Alice has a matrix
M, and a vector b;; Bob hasa matrix M, and a vector
bp. The sizeof M1 ism; n, the sizeofMsism> n;
the lengths of the vectors by and b, are m; and my,
respectively. Alice and Bob want to solve

My b

M2 b,

The model could be transformed to the the following
form:

Mo del 2. (Heterogeneus Model) Alice has a matrix
M1; Bob hasa matrix M,. The sizeof M1 ism ny,
the sizeof M, ism n», wheren; + n, = n. Alice and
Bob both know a vector b of length m. They want to
solve
M1 My, x= b

The above linear equations could be transformed to

the the following form:
M,y 0O + 0 My Xx=b+0

Becauseboth models are the special casesof the
hybrid model (Figure 1 d), our solutions are developed
for the hybrid model.

3.2 Linear Systemof Equations Problem

Problem 1. (PPC-LSE) Alice has a matrix M; and
a vector by, and Bob has a matrix M, and a vector
b, whereM; and M, aren n matrices, and b; and
b, are n-dimensional vectors. Without disclosingtheir
private inputs to the other party, Alice and Bob want
to solve the linear equation

M+ Mo)x=br + by



The Proto col Without concerningabout the privacy,
a straightforward solution would be to ask one party
(say Bob) to send his M, and b, to the other party,
Alice. This however doesnot work if Bob is concerned
about the privacy of his data. Bob cannot simply send
M, and by to Alice; he hasto disguisethe data in a way
such that Alice cannot derive the original data from the
disguiseddata.

Our solution is based on the fact that the solu-
tion to the linear equations (M1 + M2)x = by + by
is equivalent to the solution to the linear equations
PM1 + M2)QQ x = P(by + bp). If Alice knows
MO = P(M;+ M,)Q and b’ = P(by + by), she can
solve the linear equation problem: M % = ©°, and thus
getting the nal solution x, where x = QR. But how
can Alice know M ° and b’ without being able to derive
the value of M, and b,? To solve this problem, Bob
generatestwo invertible randomn n matrices P and
Q. Then Alice and Bob use secureprotocols (will de-
scribe them later) to get Alice (and only Alice) to learn
the value of P(M1 + M,)Q and P(b; + k). However,
Alice will not learn the value of PM;Q, PM»Q, Pb,
Pb,, much lessP, Q, My, or b,.

After Alice gets M® = P(M; + M,)Q and b’ =
P (b + by), shecan solve the linear equationsM % = b°
by herself, and then sendthe solution ® to Bob, who
can compute the nal solution x = QR. Finally Bob
sendsthe solution to Alice. Although we do not pre-
vent disruption of the entire computation if Alice or
Bob misbehaves, we do allow Alice to detect the case
where Bob learnsthe correct answer but doesnot allow
Alice to learn the correct answer. For example, after
getting the actual solution, with an evil mind, Bob may
decidenot to tell Alice the actual solution x. He cando
this without being caugh becausehe can sendan arbi-
trary vector to Alice, who hasno way to verify whether
the received vector is the actual solution or not. This is
not fair to Alice. To achieve the fairness, Alice should
requestBob to sendback a vectorv = M,x b, along
with the solution x. This vector does not give Alice
any more power to derive Bob's data becauseif Bob
is honest, Alice will know the value of M,x b, any-
way becauseof (M1 + M3)x = by + bp. But if Bob still
wants to cheat, he hasto nd two vectors x° and Vv°,
suc that M1x° by = v° Without knowing M; and
by, Bob cannot nd thesetwo vectors. The protocol is
described in the following:

Proto col 1. (PPC-LSE) Alice has a matrix M; and
a vector by, and Bob has a matrix M, and a vector
bb. M; and M, aren n matrices; by and b» are n-
dimensional vector.

1. Bob generatestwo invertible randomn n matri-

cesP and Q.

2. Alice and Bob usea secureprotocol (will describe
it later) to evaluate M%°= P(M{+ M;,)Q. Only
Alice knows the result M ©,

3. Alice and Bob usea secureprotocol (will describe
it later) to evaluate b° = P (b + k). Only Alice
knows the result &’

4. Alice solvesthe linear equationsM % = b°. If the
solution doesnot exist, Alice tells Bob so, then ter-
minates the protocol. If the solution exists, Alice
sendsthe solution R to Bob.

5. Bob computesx = QR and v = Mx by, then

sendsboth vectorsx and v to Alice.

6. Alice cheds whether x is the actual solution by
verifying whether jj(M1x by) + vjj equalsto zero
(or closeto zero within the acceptable range if
computation errors are inevitable).

Priv ate Evaluation of M°%= P(M;+ M,)Q

To privately evaluate M % Alice could sendp matrices
to Bob, with one of the matrices being M ; and the rest
of the matrices being random; however, Bob does not
know which oneis M ;. Then Bob computesthe P (H; +
M,)Q for each matrices H; he receives. At the end
Alice usesthe 1-out-of-N oblivious transfer protocol
to get badk from Bob one and only one of the result,
the result of M% = P(M;1 + M,)Q. Becauseof the
way the 1-out-of-N oblivious transfer protocol works,
Alice can decide which result to get, but Bob cannot
learn which one Alice has chosen. Howewer there is
one drawbadk in this approad: if the value of M ; has
certain public-known properties, Bob might be able to
di erentiate M from the other seemlyrandom vectors.
More seriously after Bob nally getsthe solution x, it
only takeshim p? tries to nd both M and by.

The above drawback can be xed by dividing the
matrix I)Al into m random matrices X 1;:::; Xm, with
M, = i”ll Xi. Alice and Bob can use the same
method as described above to compute P (X + M2)Q.
As a result of the protocol, Alice gets P(X; + M2)Q
and Bob only knows one of the p vectorsis X;, but
becauseof the randomnessof X, Bob cannot nd out
which oneis X;. Certainly, there is 1 out p possibility
that Bob could guessthe correct X, but sinceM; is
the sum of m such random matrices, the chance that
Bob guessthe correct M, is 1 out p™, which could be
very small if we chosep™ large enough.

However, knowing the values of P(X; + M3)Q for



the value of M ,, therefore, Bob also needsto disguise
the results of P(X; + M2)Q. One way to do this is to
d|V|de M, to m random matrices (Y1;:::; Ym) aswell,

After AI|ce getsP(X + Y.)Q+ R; fori = g,"";m
shecan sumthem up and ge|§,P(M 1+ M2)Q+ o Ri.
Bob can sendthe result of 2, R; to Alice who can
then get P(M1 + M,)Q. Figure 2 explains how the
protocol works. The detail of the protocol is described
in the following:

Proto col 2. Alice has a Matrix M, and Bob has a
Matrix M, and two random matrices P and Q.

1. Alice and Bob agreeon two numbersp and m, such
that p™ is so big that conducting p™ additions
is computationally infeasible. For example, Alice
and Bob could choosep = 2 and m = 1024.

2. Alice generatesm random matrices X1;:::; Xm,
suchthat M1 = X1+ 111+ X

3. Bob generates m random matrices Y1;:::;Ym,
suchthat Mo = Y+ :::+ Y.

4. Foreahj = 1;:::;m, Alice and Bob conduct the
following sub- steps.

(a) Alice sendsthe following sequenceto Bob:

where for a secretl k p, Hg = Xj; the
rest of the sequencere random matrices. k is
a secretrandom number known only by Alice,
namely Bob doesnot know the position of X
in the whole sequence.

(b) Bob computes P(H; + Y;)Q + R; for eah
i = 1;:::;p, whereR; is a random matrix.

(c) Usingthe 1-out-of-N Oblivious Transfer pro-
tocol, Alice gets badk the result of

P(Hk+ ¥)Q+ R = P(X; + ¥[)Q + R,
Pm :
5. Bob sends ;_; R;j to Alice.

P
6. éhce computesM °= " L, (P(Xj + Y;)Q+ R;)
=1 Rj = P(M1+ M2)Q.

Intuitiv ely, Alice presenes her privacy by both di-
viding her matrix M; to p random matrices which are
further hidden among many other random matrices,
and by getting the results badk using the 1-out-of-N
oblivious transfer protocol. Bob's privacy is presened
by the 1-out-of-N oblivious transfer protocol, random
matrices Y;'s and R;'s.

Theorem 1. The protocol
P(M1+ M>)Q is private.

for computing M©% =

Proof. We shov a simulator S; for simulating
view; (M1; M) such that fS;(M1;M9; g is indistin-
guishablefrom f (view; (M 1;M>); output, (M1; M2))g.
S: receives as input (M1;M 9 (input/output) of Al-
ice. Recall that the view of a party is de ned by
(x;r;myg; my;:::) wherex is the input, r is the private
coin tossesand m; the ith messageaeceived.

S1, upon input (M1;M9 rst choosestwo invert-
ible random matrices P° and QO (these matrices
simulate P and Q respectively).

S; then nds M2 (to simulate M) by solving
PAM1+ MHQP= MO

S; then generatesrrp_, random matrices Y0 fori =
1;::5;m, such that |1, Y%= M2,

S: generatesmatrices X; for i = 1;:::;m using
the samecointosses that Alice usesin generatlng
these matrices.

S: generatesmatrices R; for i = 1;:::;m.

Let S;(M1;M9 = M PAX 1+ YJ)QO+ RY; :::;
PO(Xm+Y°)Q°+ RY; I, R%. Sinceview; (M1;M>)

fMl,r, P(X1+Y1)Q+ Ry il P(Xm+ Ym)Q+ R

" Rig. And fS;(M1;M9; g is computationally
indistinguishable from fview; (M1;M32); g

We now showv a simulator S, for simulating
view, (M1; M) such that fM % S,(M,; )gis indistin-
guishablefrom f (output, (M 1; M>)), view, (M1; M3)g,

Bob generates m p random n n matrices

f(HD: i HDp), i (HRasiiiHRp )9, Each ele-
ment is uniformly d|str|buted Therefore, S;(M2; )
_sz,r,(Hll, lp) ..... (Hml, mp)g We

also have view, (Ml,Mz)g = fMo;r; (Hl 15005 Hap)s
i (Hm: 1;""Hmp)g Because of the de nition
of Hij , fM%S;(M2; )g is computationally indistin-
guishablefrom f (output, (M 1; M3)), view, (M1; M2)g.

O

Priv ate Evaluation of b°= P(by + by)

This protocol is similar to the protocol of ewvaluating
M ©. and the security property can be proved similarly.

Proto col 3. Alice has a vector b;, Bob has a vector
b and a random matrix P.

1. Alice and Bob agreeon two numbersp and m, suc
that p™ is so big that conducting p™ additions is
computationally infeasible.



Alice
private input: M1

Bob
private input M2=Y1+...+Y4

¢

4
S8 hiding X1,...,X4 O Oz o @
among random matrices O ‘( O ‘O
M1=X1+X2+X3+X4 X1 : 1
o 1O 10 O
L X3
P(X1+Y1)Q+R1, ..., o O 0 e O
-out-of- : 1
P(X4+Y4)Q+R4 Oblivious Transfer O O O 50

Alice gets: | P(M1+M2)Q =P(X1+Y1)Q+RL + .. +P(X4+Y4)Q+R4- (R1+...+R4)
Figure 2. Private Evaluation of P(M1+ M3)Q
2. Alice generatesm random vectorsxy;:::;Xm, sud Proof. We need to shov a

that by = X1+ 11+ Xm.

that bb=yi+ i+ Ym.

4. Foreahj = 1;:::;m, Alice and Bob conduct the
following sub- steps.

(a) Alice sendsthe following sequenceto Bob:

where for a secretl k p, hg = X;; the
rest of the sequenceare random vectors. k is
a secretrandom number known only by Alice,
namely Bob doesnot know the position of x;
in the whole sequence.

(b) Bob computes P(hI +y)+r; foreadhi =

(c) Usingthe 1-out-of-N Oblivious Transferpro—
tocol, Alice gets badk the result of

P(hi+yj)+ 1 = P(x +y)+r;
Pm _
5. Bobsends ., rj to Alice.

. P m
6. flice computes = L (P +y)+ )

Lt = Po+ by).

Theorem 2. The protocol for computing b°= P (b +
k) is private.

Theorem 3. PPC-LSE protocol is a protocol for pri-
vately computing the solution to the Linear System of
Equations problem.

simulator S;
for simulating view; (M1;1); (M2; b))
such that fS1((M1;by);x); xg is  indistin-
guishable from f(view; (M1;b1); (M2;bm));
output, (M1;b1); (M2; b)) 0.

Alice generatesrandom matrix M and then sets
= M%. M0is to simulate P(M; + M>)Q, and
B’ is to simulate P (b + by).

From the proof of the protocolsfor evaluating M ©
and b, we cansimilarly simulate Alice's view upon

the input of (M ;M 9 (resp., (by; bY).

Based on the proof of the protocols for ewalu-
ating M % and b°, we know that fS;((M1;by);x);xg
is indistinguishable from f(view; (M 1;b1); (M2; bp));
output, (M1;b1); (M2; b)) g.

The designof the simulator S, is similarly basedon
the simulators used in the proof of the protocols for
evaluating M ® and b°.

([l
3.3 Privacy-Preseving  Cooperative  Linear
Least-SquaresProblem

The linear system of equations problem consists of
n equations of n unknown variables. There are situa-
tions where we have more equationsto satisfy than the
number of unknown variables. Most often, we cannot
satisfy all of theseequations,but wemay nd asolution
that can satisfy them as best aswe can. This problem
is called the linear least-squaresproblem. We solve
the privacy-preservingcooperative linear least-squares
problem (PPC-LLS) in this subsection.



Problem 2. (PPC-LLS) Alice has a matrix M, and
a vector by, and Bob hasa matrix M, and a vector by,
whereM; and M, arem n matrices (m > n), and by
and b, are m-dimensional vectors. Without disclosing
their private inputs to the other party, Alice and Bob
want to solve the linear equations

M1+ Mo)x=br + by

Sincethere are more conditions (equations) to be sat-
is ed than degreesof freedom (variables), it is unlikely
that they can all be satis ed. Therefore, they want to
attempt to satisfy the equations as best as they can{
that is, make the size of the residual vector r with
componerts

X

=G i Xi

i=1
assmall aspossible(a;; are the entries in the new ma-
trix M = M1+ M3, ¢ arethe entries in the new vector
b= by + bp). The least-squarescriterion is the use of
the Euclidean (or least-squares)norm for the sizeof r;
that is, minimize

xn

<

r? = iriiz
j=1
Solution:  Linear least squaresproblem M x = b can
be expressedn linear system:

MTMx=MTh

which contains n linear equationsin the n unknownsx;,
hencecan be solved using the usual methods for the lin-
ear equations problem, such asthe the Gaussianelimi-
nation method and the Cholesky method, Such an ap-
proach to solve the least-squaresproblem is called the
normal equations approach becauseM TMx = MTh
are normal equations.

In the privacy-preserving cooperative linear least-
squaresproblem, M = M+ M,, b= by + by, therefore
wehaveM ™M = MJTM1+ MJTM2+ Mng'f' MgMz,
andMTb=MJb+ M+ MJ by + M] bp.

Therefore, the linear equationsM TMx = M Tb be-
comesthe following:

(M{Mi+ M Mo+ M] My + Mj My)x

= (M{b+M{b+ MJ b+ MJby)

Using the Matrix-V ector Product protocol and the
Matrix Product protocol (both protocols will be de-
scribed next), Alice and Bob can get the following:

Vi+ Vo= MM,

Wi+ W, = MJ M,
Vi+ Vo = bel
Wy + Wy = Mgbg

wherematrices V1, W1, vectorsv,; and w; are known
only to Alice; matrices V,, W,, vectorsv, and w, are
known only to Bob. Let MY = MM+ Vi + Wy,
M= MIMa+ Vot Wy, = M by + vq + wy, 1§ =
MJ b + vz + Wy, we have

M2+ MDx = ] + 1

whereMand M2 aren n matrices, and b and i
are vectors of length n; M ? and b are known only to
Alice, and M2 and b} are known only to Bob. This is
a PPC-LSE problem. It can be solved using the PPC-
LSE protocol described in 3.2.

Proto col 4. (Matrix Product Protocol) Alice has a
private matrix A, Bob has a private matrix B. At the
end of the protocol, Alice gets R,, and Bob gets Ry,
whereR,+ Ry, = AB, R, and Ry are random matrices.

1. Alice and Bob agreeon two numbersp and m, such
that p™ is sobig that conducting p™ additions is
computationally infeasible.

suchthat A= X1+ 111+ Xy

following sub-steps:

(a) Alice sendsthe following sequenceto Bob:

where for a secretl k p, Hx = X;; the
rest of the sequencere random matrices. k is
a secretrandom number known only by Alice,
namely Bob doesnot know the position of X;
in the whole sequence.

(b) BobcomputesH;B R; foreadi= 1;:::;p,
where R; is a random matrix.

(c) Usingthe 1-out-of-N Oblivious Transfer pro-
tocol, Alice gets badk the result of

HkB Rj = XjB Rj

P
4. plice gets Ra iy (X;B Rj) = AB
L, Rj,and Bob getsRy = |1, R;.



Proto col 5. (Matrix-V ector Product Protocol) Alice
has a private matrix A, Bob has a private vector b.
At the end of the protocol, Alice getsr,, and Bob gets
rp, wherer, + rp = Ab, R, and Ry, are random vectors.

The protocol is similar to the Matrix Product pro-
tocol. Just replace eadh occurrence of matrix B in
the Matrix Product protocol with the vector b; replace
the random matrix R; with the random vector r; for
j = 1;:::;m; alsoreplacethe matrix R, with the vec-
tor rg, and Ry with rp,.

Proto col 6. (PPC-LLS)

1. Using the Matrix-V ector product protocol and the
Matrix product protocol, Alice gets Vi, Wy, vy,
and wq; Bob gets Vo, Wa, v, and w; where, U
and W; are matrices, v; and w; are vectors, and
Vi+ Vo = MIMz,Wl‘F W, = Méer, Vi + Vo =
bel, Wy + Wy = Mérbg

2. Alice computesM %= MM+ Vi + W; and b =
bel"' Vi + Wi,

3. Bob computesM = MJ M, + Vo, + W, and B =
Mgbz‘F Vo + Wo.

4. Alice and Bob use PPC-LSE protocol to solve
(MP+ MAx = B + 1.

The linear least-squaresproblem are normally used
in regressionand mathematical modeling. Consider
building an investment model for a nancial organiza-
tion. One exampleis to model customers' investmert
as a function of age. In such a casethe bank knows
or believes or hopes there are n dierent factors{all
related to the age{that in uence the customers' de-
cision on investmert, and the bank wants to build a
mathematical model accordingto thesen factors. For-
mally aking, the bank want to nd out the function
b(t) = inzl xifi(t), wheret is the variable represert-
ing the age,and f;(t) expressthe di erent agefactors.

Suppose now that the bank takes a large number
of obsenation from the data it collected, and obtains

problem of building sudh a mathematical model is just
to solve the following linear least-squaresystem:

i=1

There are times when one nancial organization
doesnot have the su cien t data to build such a math-
ematical model, it thereby needsto cooperate with an-
other nancial organization, who alsowants to bene t
from such a cooperation. So both nancial organiza-
tions would cortribute their own data toward building

such a model. Becausethis type of data usually con-
sists of proprietary information that none of the nan-
cial organizations is willing to discloseto the others,
thesetwo nancial organizationsneedto nd a way to
build the mathematical model without violating their
privacy constraints. They can use PPC-LLS protocol.

Theorem 4. PPC-LLS protocol is a protocol for pri-
vately computing the solution to the Linear Least-
Squaes Problem.

The theorem is correct becausethe PPC-LLS pro-
tocol is reduced to the PPC-LSE protocol, which is
already proved.

4 Proto col E ciency

A Comparison to Generic Solutions.

The motivation of this researd, i.e. designing spe-
ci ¢ solutions for ead specic problems, is to reduce
the communication cost. Therefore, in this section, we
will comparethe communication cost of our approach
with that of the general solutions (the circuit evalua-
tion approac)

For the PPC-LSE problem (and also for the PPC-
LLE problem becauseit can be reducedto the PPC-
LSE problem), assumethe sizeof the matrix M isn n,
and the d is the maximum length to represern a number
in F. Assume that Gaussian elimination method is
used in both the PPC-LSE protocol and the general
solution.

As we know that the cost of Gaussian elimination
takesO(n?®) multiplication operations. And by a rough
estimate, the size of a securecircuit for a single mul-
tiplication is about O(d?). Therefore, the total size
of the circuit to conduct the Gaussian elimination is
o(n® o).

In the PPC-LSE protocol, the cost of communi-
cation is O(  n?), where is the security parame-
ter. Sincethe dicult y to compromisethe security is
O(2 n?) (n? is introduced by the multiplication of
a matrix and a vector, and 2 is introduced by the
oblivious transfer), setting = 256 is reasonably se-
cure. Therefore the cost of communication O(  n?)
is signi cantly better than O(n® d?).

5 Conclusion and Future Work

In this paper, we have de ned a set of new privacy-
preserving cooperative sciertic computation prob-
lems: privacy-preserving cooperative linear system of
equations problem and privacy-preservingcooperative
linear least-squareproblem. We have developed proto-
colsto solve these problems.



The major limitation of this work is due to the -
nite eld assumption, which makesthe computations
in our paper somewhatdi erent from the original sci-
ertic computations. In our future work, we would
like to dene a nite eld that makes our computa-
tions consistert with the original sciertic computa-
tions. Another alternativ e is to devise meaningful pri-
vacy requiremerts over in nite eld, rather than using
what Goldreich de ned for a nite domain.

Rice points out that usingM "M x = M Tbto solve
the linear least-squareproblem is not always the best
approad, becauset intro ducesthe ill-conditioned ma-
trix M TM {the condition number of M T M s the con-
dition number of M squaed [20]. In the casewherecon-
dition number of M TM s too bad, the solution might
be random numbers unrelated to the original problem.
In those cases,other approaches{suc as the Gram-
Scmidt Orthogonalization approac and the Orthogo-
nal Matrix Factorization approadch{ are better than the
normal equations approach. Developing protocols to
solve the least-squareproblem using these approaches
is an avenue we could pursuein the future work.

There are someother interesting sciertic computa-
tion problems that we will study in the future work,
such as how to compute eigenvalues eigenvetors, de-
terminants, conditions, and factorization of a matrix in
the privacy-preservingcooperative computation situa-
tion.
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